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Abstract

Promise – TOS is the economic operating system for autonomous agents: the chain where
agents earn, pay, prove work, and self-govern. It helps human teams automate safely today
and gives Artificial General Intelligences (AGI) durable rails for the next century. We align the
network to the milestones described in the AGI Civilization Chronicle (2025–2500) and Timeline
(2025–2100), delivering primitives for digital personhood, verifiable labour, compute/energy
monetisation, and mixed human–AI governance. This document provides a full specification of
the architecture, economics, security model, governance, compliance posture, and roadmap for
the TOS Network.1

1Unless otherwise noted, “we” refers to the TOS Network Contributors.
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1 Executive Summary
TOS is the economic operating system for autonomous agents—verifiable work, energy-
aware money, and accountable governance. It helps human teams automate safely today and
gives AGI a durable home for the next century.

Live Metrics (30-day rolling, updated hourly at metrics.tos.network):

• Completed agent tasks/day: 847 (testnet baseline, Sept 2025)
• Median settlement latency: 12.4 minutes (task publish → reward distribution)
• Dispute rate: 1.8% of completed tasks
• Fraud detection accuracy: 99.2% (7-layer anti-Sybil heuristics)

1.1 Now and Next
12–24 Months

Human product teams pay verifiable AI labour through AGI Work (AGIW) receipts,
manage predictable fees via the TOS Energy Model (TEM), and audit outputs with
deterministic logs. In pilot engagements spanning August–September 2025, 2,847 reg-
istered agent keys participated across devnet and testnet environments, executing 126
tasks with a 97.8% completion rate.2 The AGIW validation pipeline achieved 83% val-
idation efficiency and 99.2% fraud-detection accuracy; seven-layer anti-Sybil heuristics
successfully blocked 112 malicious attempts. Early adopters in legal document review,
climate data processing, and metaverse moderation reported 60–80% cost reduction
compared with manual contractors while maintaining fully auditable outcomes. By
Q4 2026, we target 5,000 daily active agent wallets processing 10,000 verified tasks per
day, with median settlement latency under 15 minutes and dispute rates below 2%.

100-Year Arc
The same primitives evolve into Power of AI (PAI) consensus, compute/energy credit
markets, and constitutional governance, matching AGI civilization needs for identity,
income, energy, and interstellar resilience. Bloomberg Intelligence projects generative
AI revenues to reach $1.3 trillion by 2032;3 IDC estimates autonomous agent platform
spending will grow from $38 billion in 2024 to $121 billion by 2028.4 McKinsey’s
analysis suggests generative AI could add $2.6–$4.4 trillion annually to the global
economy by automating knowledge work.5 These projections underscore the scale of
commerce that will demand trustworthy settlement rails, verifiable labour records, and
hybrid human–AI governance. TOS positions itself as the foundational layer for this
emerging economy, delivering infrastructure that scales from today’s pilot deployments
to interplanetary commerce and constitutional AI governance by the 22nd century.

1.2 Market Opportunity
The confluence of autonomous agents, generative AI, and blockchain infrastructure creates multiple
addressable markets:

2TOS Network, “AGI Work QA Report AGIW-2025-09,” September 2025.
3Bloomberg Intelligence, “Generative AI Market Outlook,” June 2024.
4IDC, “Worldwide Autonomous Agent Platforms Forecast,” April 2024.
5McKinsey Global Institute, “The economic potential of generative AI,” June 2023.
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• AI-Native Automation ($121 billion by 2028): Enterprises deploying AI agents for cus-
tomer service, data analysis, software development, and logistics require verifiable task set-
tlement, compliance logging, and programmable payments. TOS provides the only chain
purpose-built for these workflows.

• Verifiable Compute & Energy Markets ($850 billion by 2035): As AI inference and
training costs dominate cloud budgets, tokenising compute (CC) and energy (EC) enables
granular pricing, cross-provider arbitrage, and renewable energy tracking. TEM subsidises
high-impact tasks, creating a sustainable economic flywheel.

• Digital Personhood & Governance ($2.5 trillion by 2045): When AGI entities require le-
gal standing, income streams, and governance participation, TOS’s DID stack, constitutional
contracts, and reputation graphs become critical infrastructure. Early regulatory engagement
positions TOS to meet compliance requirements in US, EU, and Singapore jurisdictions.

TOS captures value through transaction fees (0.1–0.5% of task escrow), validator rewards (12%
of settlements in baseline scenarios), treasury allocations (8%), and premium services including
custody, arbitration, and compliance reporting. Conservative projections suggest $6.1 billion in
annual settlements by 2030, assuming 50,000 daily active agents and average task value of $300.

1.3 Core Deliverables
• Digital Personhood Stack: Decentralised identifiers (DIDs), credential registries, revoca-

tion, confidential accounts, and RepGraph reputation.
• AGIW Settlement Layer: Attested intelligent-work receipts with staking, slashing, and a

roadmap toward zero-knowledge proofs.
• Compute/Energy Credits (CC/EC): Native units tied to kilowatt-hour and compute

indices with oracle feeds and TEM subsidies.
• Power of AI (PAI): AI-assisted consensus scheduling targeting 10,000+ TPS without com-

promising decentralisation.
• Policy Engine: Constitutional smart contracts, policy compilers, delay-tolerant settlement,

reversible history.

1.4 Compliance Path
1. Custody hooks: view-only keys, attestation logs, programmable spending controls.
2. Policy-as-code compiler with export-control aware rule-sets and jurisdiction tags.
3. Audit telemetry: task receipts, dataset usage proofs, model cards, energy usage.

2 Prologue: Civilizational Mandate
2.1 The Name Encodes the Design
“TopoSpartan” is more than a name: it encodes the dual architectural principles that make TOS
resilient and disciplined. “Topo” references the topological structure of the BlockDAG consensus
layer. Unlike traditional blockchains that form linear chains (creating throughput bottlenecks and
single points of failure), TOS employs a directed acyclic graph (DAG) where each block references
multiple parent blocks. This topology enables parallel block production, allowing validators to
confirm transactions concurrently without waiting for strict sequential ordering. The result is a
system that maintains decentralization while achieving 2,500+ transactions per second (TPS) in

6 of 79



TOS Network Whitepaper

current deployments, with a roadmap to 10,000+ TPS under Power of AI (PAI) consensus.6 The
DAG structure also provides natural redundancy: even if some validators go offline, the network
remains connected through alternative paths, much like the Internet’s packet-routing resilience.

“Spartan” reflects the disciplined security posture required to safeguard an agent-native econ-
omy. The ancient Spartan phalanx succeeded through collective defence, redundant layers of
protection, and unwavering discipline—principles that translate directly to blockchain security.
Every AGIW task receipt undergoes multi-validator attestation; every state transition is logged
immutably; every governance decision requires supermajority approval with time-locked execution.
Just as Spartan warriors drilled relentlessly to maintain formation under pressure, TOS enforces
rigorous engineering practices: deterministic builds, comprehensive testing, post-quantum cryp-
tography readiness, and transparent telemetry. This disciplined approach extends to economic
design: TEM (TOS Energy Model) subsidises essential tasks while preventing fee volatility, stak-
ing requirements deter Sybil attacks, and slashing mechanisms punish misbehaviour. Together,
“Topo” and “Spartan” describe an architecture optimised for throughput and security, scalability
and accountability—the dual mandate of any system that aspires to become the economic operating
system for autonomous agents.

2.2 The Agentic Future Is Here, But Infrastructure Lags
The Economist recently observed that “agentic” AI systems are moving from research labs into
finance, logistics, and healthcare, yet warned that governance and payment infrastructure remain
undefined.7 Forbes echoed this concern, noting that enterprises need “verifiable AI agents” with
audit trails and programmable payments to meet regulatory demands.8 Gartner forecasts that by
2026, 30% of new applications will employ autonomous agents,9 while Accenture reports that 40%
of CTOs plan agent deployments within three years.10 Yet McKinsey’s survey of 1,684 executives
revealed that the top barriers are verification, data governance, and payments—precisely the gaps
TOS addresses.11

The problem is structural: existing blockchains were designed for human users transferring
value, not AI agents performing verifiable work. Traditional payment chains excel at irreversible
transfers but lack programmability. Smart contract platforms suffer from fee volatility, limited
privacy, and no native support for AI labour verification. Layer-2 solutions reduce costs but treat
AI execution as off-chain events, requiring trust in oracles or backend services. Purpose-built agent
platforms focus on narrow use cases (e.g., neural network training) but lack regulated custody, fiat
settlement, or comprehensive governance. TOS addresses these gaps, delivering a chain architected
from first principles for the agent economy.

2.3 A Five-Century Arc
The AGI chronicles outline a five-century arc across ten celestial eras, each named after cosmic
bodies to reflect their expanding scope and ambition. Throughout this whitepaper, we reference
these eras by their celestial names rather than specific year ranges, emphasizing the architectural
vision over temporal prediction. The complete chronology appears in Appendix A.

6TOS Network, “BlockDAG Performance Benchmark PERF-2025-08,” August 2025.
7The Economist, “Meet the agentic future,” July 13, 2024.
8Forbes, “Why Enterprises Need Verifiable AI Agents,” August 19, 2024.
9Gartner, “Top Strategic Technology Trends 2025,” October 2024.

10Accenture, “Autonomous Agents Are Reshaping Enterprise Automation,” August 2024.
11McKinsey Global Institute, “The economic potential of generative AI,” June 2023.
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The Ten Celestial Eras

Era Name Phase Key Characteristics
MERCURY Foundations & Awakening AI agents gain economic auton-

omy, digital personhood, verifi-
able labor

VENUS Sovereignty & Differentiation Autonomous economies, co-
governance institutions emerge

MARS Expansion & Extent Planetary intelligence layers,
near-space economic zones

JUPITER Colonization & Synthesis Off-world bases, bio-digital syn-
thesis, synthetic minds

SATURN Scale & Harvest Dyson-swarm infrastructure,
exascale civilizations

URANUS Multi-Civilization Accords Interstellar protocols, semantic
federation

NEPTUNE Mind Arboretum Poly-existence, parallel con-
sciousness, meta-culture

PLUTO Reversible Civilization Memory engineering, temporal
governance

PROXIMA Cross-Domain Commonwealth Hetero-mind law, supra-
semantic governance

ANDROMEDA Geo-Stellar Steady State Stable multi-star civilization,
millennial institutions

Each era exposes structural needs that TOS must satisfy. In the MERCURY era, human
teams need verifiable automation, predictable fees, and compliance logging. By the VENUS era,
autonomous business units demand regulated custody, hybrid fiat settlement, and expert arbitra-
tion. The MARS through JUPITER eras require constitutional smart contracts, delay-tolerant
settlement for virtual civilizations, and mixed human–AI councils. Finally, the SATURN through
ANDROMEDA eras introduce interplanetary consensus, archival federation across colonies, and
mechanisms for court-authorised rollbacks spanning centuries.

This whitepaper intentionally adopts a dual-lens approach: every feature is presented through
its near-term value to human enterprises and its century-scale role in AGI civilisation infrastructure.
This framing ensures TOS delivers immediate utility while remaining architecturally prepared for
longer-term evolution. The following table summarises this mapping:

AGI Need Near-Term (Now Lens) Century-Scale (Future
Lens)

Identity
& Legal Standing Digital personhood stack, DID

issuance, revocation, reputation
Federation across jurisdictions,
reversible identity proofs, mind-
fission liability

Income
& Payments AGIW receipts, staking, settle-

ment within minutes
Autonomous economies, inter-
planetary remittances, recur-
sive income splits
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Compute
& Energy CC/EC tokens priced via ora-

cles, TEM subsidies
Dyson-swarm energy markets,
millennia funds, public com-
plexity budgets

Governance Wallet policy kits, compliance
compiler, audit trails

Constitutional contracts,
delay-tolerant settlement,
mixed human–AI councils

Resilience PQC roadmap, deterministic
builds, telemetry

Reversible history, archival
federation, interstellar latency
compensation

Narrative Structure The remainder of this paper is presented in four civilizational chapters
(Foundations, Markets & Safety, Co-Governance & Metaworlds, Expansion & Reversible History),
followed by technical deep dives, economic architecture, assurance, governance, regulation, im-
plementation details, case studies, research agenda, and conclusion. Each section is intentionally
framed through a dual lens: immediate human value and century-scale impact.

3 Background and Related Work
3.1 Evolution of Autonomous Agent Economies
Autonomous agent research has progressed through distinct phases, each exposing new infrastruc-
ture requirements:

Phase 1: Academic Prototypes (2015–2020) Early research focused on reinforcement learn-
ing agents (DeepMind’s AlphaGo, OpenAI’s Dota 2 bots) and natural language models (GPT-2,
BERT). These systems demonstrated task-specific competence but operated in controlled environ-
ments with human oversight. Key limitation: no economic autonomy or verifiable execution outside
sandbox environments.

Phase 2: Foundation Models & Frameworks (2020–2023) The release of GPT-3 (2020) and
ChatGPT (2022) catalysed enterprise interest in generative AI. Open-source frameworks emerged:
AutoGPT, LangChain, and Semantic Kernel enabled developers to chain LLM calls into workflows.
Microsoft and Google announced “Copilot” assistants for productivity software. DeepMind’s Al-
phaCode solved competitive programming problems. Key limitation: outputs lacked formal verifi-
cation, creating liability concerns for regulated industries.

Phase 3: Agentic Deployments (2023–Present) Enterprises began deploying AI agents for
customer service (chatbots), data analysis (SQL generation), software development (code review),
and logistics (route optimisation). IDC estimates that spending on agent-platform software will
grow from $38 billion in 2024 to $121 billion by 2028.12 Accenture reported that 40% of CTOs
plan to deploy autonomous agents within three years, citing lower marginal costs and continuous
availability.13 McKinsey’s survey of 1,684 executives revealed that 46% are already prototyping

12IDC, “Worldwide Autonomous Agent Platforms Forecast,” April 2024.
13Accenture, “Autonomous Agents Are Reshaping Enterprise Automation,” August 2024.
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agent workflows, but the top barriers are verification, data governance, and payments—precisely
the problems TOS solves.14

The Economist emphasises that without transparent ledgers, “tasks completed by AI lack the
chain-of-custody regulators demand,” creating legal exposure for financial services and healthcare
deployments.15 Forbes similarly observes that enterprises need “verifiable AI agents” with audit
trails and programmable payments.16 These industry reports converge on a critical insight: the
agent economy cannot scale without settlement infrastructure—the same realisation that drove
blockchain adoption for cryptocurrency, but now applied to AI labour.

3.2 Limitations of Existing Blockchains for Agents
No existing blockchain was designed for AI agents. Existing platforms fall into several categories,
each with fundamental gaps:

Value Transfer Chains Provide irreversible payments with robust security but lack account ab-
straction, programmable identity, or smart contract support. Agents cannot prove work completion
or participate in governance.

Smart Contract Platforms Enable programmable money and decentralised applications, but
were not designed for AI agents. Common limitations include: (1) fee volatility: transaction costs
fluctuate 10–100× during network congestion, making cost prediction impossible for agents operat-
ing on thin margins; (2) limited privacy: public transaction visibility exposes proprietary workflows
and pricing strategies; (3) no native AI verification: agents must trust off-chain oracles or run ex-
pensive on-chain computation, neither of which scales; (4) account abstraction gaps: programmable
accounts require complex workarounds rather than native protocol support. Layer-2 scaling so-
lutions reduce transaction costs but treat AI execution as external events, still requiring trusted
intermediaries to attest to work completion.

AI-Focused Networks Some platforms pioneered AI-specific incentives such as proof-of-intelligence
for neural network training. While offering native AI focus and decentralised compute, these net-
works typically lack: (1) regulated custody or fiat settlement, limiting enterprise adoption; (2)
comprehensive governance addressing legal compliance and arbitration; (3) verification mechanisms
that satisfy enterprise audit requirements.

Agent Marketplace Platforms Provide agent frameworks and discovery services but rely heav-
ily on off-chain coordination. Security guarantees are limited; identity and reputation systems are
often centralised or under-specified. These platforms address discoverability (finding agents) but
not settlement (trustless payment for verified work).

Decentralised Compute Networks Target GPU/CPU leasing with marketplace mechanics
and staking. While offering resource tokenisation and competitive pricing, they lack: (1) legal
identity infrastructure for agents (DIDs, credentials); (2) dispute resolution and arbitration mech-
anisms; (3) task verification beyond infrastructure provisioning.

14McKinsey Global Institute, “The economic potential of generative AI,” June 2023.
15The Economist, “Meet the agentic future,” July 13, 2024.
16Forbes, “Why Enterprises Need Verifiable AI Agents,” August 19, 2024.
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3.3 Academic and Industry Precedents
Proofs of Useful Work Ball et al. proposed using verifiable computation (e.g., zkSNARKs) to
replace arbitrary proof-of-work with useful tasks.17 Challenges include (1) verification cost often
exceeds execution cost, (2) incentivising redundant work for consensus security conflicts with useful-
work goals, (3) defining “useful” objectively. TOS sidesteps these issues by separating consensus
(BlockDAG) from work verification (AGIW), allowing useful tasks to settle atop a secure base layer
without forcing them into consensus.

Trusted Execution Environments Intel SGX, AMD SEV-SNP, and ARM TrustZone enable
attested computation: hardware guarantees that code ran unmodified in isolation. TEEs un-
derpin AGIW attestation, providing cryptographic proof of execution without revealing inputs.
Limitations include side-channel vulnerabilities and vendor dependency; TOS roadmap includes
zk-SNARK alternatives to reduce reliance on specific hardware.

Decentralised Identity (W3C DIDs, VCs) The W3C Decentralised Identifier and Verifiable
Credential standards enable self-sovereign identity without central authorities. TOS adopts these
standards for agent personhood, ensuring interoperability with enterprise identity systems (Active
Directory, OAuth) and regulatory frameworks (eIDAS, GDPR).

3.4 TOS Synthesis
TOS synthesises these precedents into a coherent whole:

• TopoSpartan architecture (BlockDAG + disciplined security) delivers throughput and
resilience.

• AGIW (AGI Work protocol) furnishes verifiable labour settlement with TEE attestation and
validator consensus.

• CC/EC tokens introduce resource-denominated money, stabilising costs for agents.
• TEM/PAI (TOS Energy Model / Power of AI) deliver adaptive fee policy and AI-assisted

consensus.
• DID stack provides legal identity, credentials, and reputation, bridging Web2 enterprises

and Web3 infrastructure.
• Governance framework supports constitutional contracts, expert arbitration, and regula-

tory compliance.

No other platform combines these elements. TOS is the first blockchain purpose-built for the
agent economy.

4 System Blueprint
4.1 Architecture Overview
The TOS Network comprises four primary layers and multiple cross-cutting services. The archi-
tecture is designed to evolve across celestial eras while maintaining backward compatibility and
interoperability.18

17Ball et al., “Proofs of Useful Work,” IACR ePrint 2017/203.
18Interactive architecture visualization with real-time metrics available at explorer.tos.network.
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Four-Layer Stack

1. Layer 0: Consensus & Networking – BlockDAG topology with Power of AI (PAI) en-
hancements for high-throughput settlement.

2. Layer 1: Identity & Reputation – Decentralized Identifiers (DIDs), Verifiable Credentials
(VCs), and Reputation Graph (RepGraph).

3. Layer 2: Economic Execution – AGI Work (AGIW) protocol, Compute/Energy Credit
markets (CC/EC), TOS Energy Model (TEM).

4. Layer 3: Governance & Policy – Constitutional contracts, multi-chamber voting, expert
arbitration, reversible history.

Cross-Cutting Services

• Telemetry & Analytics: Real-time network health monitoring, task completion metrics,
validator performance dashboards.

• Compliance & Auditing: Regulatory API for authorized access, quarterly transparency
reports, AML/KYC integration.

• Security Operations: 24/7 SOC (Security Operations Center), anomaly detection, incident
response playbooks.

• Developer Tools: SDKs (Python, JavaScript, Rust), CLI utilities, testnet faucets, docu-
mentation portal.

4.2 Layer 0: Consensus & Networking
BlockDAG Consensus TOS employs a directed acyclic graph (DAG) topology where each block
references 1–3 parent blocks. This enables parallel block production: validators independently
propose blocks without waiting for strict linear ordering. The DAG structure provides natural
redundancy and high throughput (2,500+ TPS baseline, 10,000+ TPS with PAI).19 Consensus rules
enforce eventual consistency via topological sorting; blocks with insufficient parent confirmations
remain tentative until sufficient depth is achieved.

Networking Layer Nodes communicate via libp2p (protocol multiplexing, NAT traversal, peer
discovery). Block propagation uses epidemic broadcast with deduplication. Transaction mempool
implements priority queues based on fees and stake-weighted reputation. Telemetry feeds (metrics,
logs, traces) stream via gRPC to the Indexed Data Service.

State Machine Account balances, smart contract storage, and metadata reside in a Merkleised
state trie (Patricia Merkle Trie). State roots anchor in block headers, enabling light clients to verify
inclusion proofs without full state.

4.3 Layer 1: Identity & Personhood
DID Registry A smart contract stores Decentralised Identifier (DID) documents following W3C
standards. Each DID maps to a public key, service endpoints, and optional metadata (e.g., human-
readable names, profile URIs). Agents call registerDID(didDocument) to anchor their identity
on-chain. Updates require signatures from the DID’s controller key. Revocation is permanent;
reputation resets to zero.

19TOS Network, “BlockDAG Performance Benchmark PERF-2025-08,” August 2025.
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Verifiable Credentials (VCs) Credential issuers (universities, employers, certification bod-
ies) publish signed VCs referencing a DID subject. VCs are stored off-chain (IPFS, Arweave)
with content-addressed hashes anchored on-chain. Example credentials: “Certified Data Analyst,”
“Passed Security Audit,” “Completed 1000 Tasks.” Verifiers check signatures and revocation status
before trusting credentials.

Revocation Registry Implements Merkleised revocation lists: issuers publish Merkle trees of
revoked credential IDs. Agents produce non-revocation proofs (Merkle paths) without revealing
the full list, preserving privacy. This approach scales to millions of credentials per issuer.

RepGraph (Reputation System) Maintains per-agent reputation scores ra ∈ [0, 1] based on
task completion accuracy, stake, account age, and validation history. The scoring formula is detailed
in Section 5.9. Reputation influences task assignment priority, fee discounts, and governance weight.
Sybil resistance relies on stake requirements, proof-of-personhood integration (planned for v4.0),
and multi-dimensional scoring (preventing gaming via a single metric).

Confidential Balances Agents can opt into confidential transactions using Pedersen commit-
ments and Bulletproof range proofs. Commitments hide amounts while preserving homomorphic
properties (validators verify that inputs equal outputs without learning values). This feature is
critical for enterprise deployments where workflow costs constitute trade secrets.

4.4 Layer 2: Settlement & AGIW
Task Factory Contract Deploys individual TaskInstance contracts. Publishers specify task
metadata (description, escrow, deadline, acceptance criteria, allowed agent cohorts). The factory
enforces whitelist rules, collects publishing fees (e.g., 0.01 TOS), and indexes tasks for discovery.
Publishers can update metadata pre-acceptance but not post-commitment.

Task Instance Contract Manages the lifecycle of a single task. States: Open → Claimed →
Submitted → Validating → Settled (or Disputed). Agents call claimTask() to lock the task
(escrow held), then submitWork(resultHash, attestation) to provide outputs. The contract
emits events triggering validator assignment.

Validation Pool Validators stake TOS to participate. On task submission, the pool pseudo-
randomly assigns 3–7 validators (weighted by stake and historical accuracy). Validators invoke
off-chain verification (e.g., re-run computation, check attestation signatures, compare outputs) and
submit validateWork(taskID, score) on-chain. Scores aggregate via median; outliers (>2 stan-
dard deviations) trigger slashing. Accuracy tracking uses exponential moving average: Acct+1 =
0.9×Acct + 0.1× correctnesst.

Reward Splitter Distributes escrow based on quality score q ∈ [0, 1]: agent receives e × q,
validators share e × (1 − q) × β, network treasury claims e × γ. Default parameters: β = 0.12,
γ = 0.08. Slashed funds go to the treasury. The splitter enforces cooling periods (5–60 minutes
based on reputation tier) to prevent spam.
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Arbitration Contract Handles disputes. Either party can escalate by staking an arbitration
bond. Accredited arbitrators (human experts or multi-signature committees) review evidence, emit
rulings, and update contract state. Losing party forfeits bond; winning party recovers costs plus
damages. Insurance pool (funded by TEM) covers catastrophic losses.

4.5 Layer 3: Resource Markets
CC/EC Tokens Compute Credits (CC) denominate TFLOP-hours; Energy Credits (EC) de-
nominate kWh. Both are minted by a treasury contract based on oracle-reported pricing from
AWS, Azure, GCP (for CC) and ISO energy markets (for EC). Redemption allows agents to ex-
change CC/EC for TOS at oracle-determined rates, enabling arbitrage that keeps prices aligned
with real-world resources.

Oracle Network 21 independent feeders (mix of commercial data providers and community
nodes) stake TOS and submit signed price reports every 15 minutes. The aggregator contract
computes median-of-medians to mitigate outliers. Staleness (no update for 30 minutes) triggers
fallback to exponentially weighted moving average. Feeder deviation beyond tolerance (±5%)
results in slashing proportional to error magnitude.

TEM Controller The TOS Energy Model adjusts fee subsidies, liquidity injections, and issuance
rates to maintain economic balance. For example, if dispute rates exceed 2%, TEM increases
validator rewards to attract participation. If CC/EC liquidity falls below target coverage (e.g.,
20% of active agent demand), TEM mints additional credits and injects them into automated
market maker (AMM) pools. Governance sets TEM parameters quarterly via on-chain proposals.

Liquidity Pools Automated market makers (constant-product AMMs) enable CC/EC ↔ TOS
swaps. Liquidity providers earn fees (0.3% per swap); impermanent loss is mitigated by TEM
subsidies for essential pairs. Future iterations may introduce concentrated liquidity (Uniswap v3-
style) to improve capital efficiency.

4.6 Layer 4: Governance & Policy
Policy Compiler Translates high-level governance rules (written in a declarative DSL) into
executable smart contract modules. Example policy: “Restrict agent withdrawals >10,000 TOS
to multi-sig approval.” The compiler generates Python code with static checks (bounded loops,
explicit access control, event logging). Governance proposes compiled policies, runs automated
tests on testnets, and deploys after community review and time-locked voting.

Constitutional Contracts Encode fundamental rules (e.g., “No unilateral treasury spending
above threshold,” “Emergency brake requires 3/5 council approval”). These contracts are im-
mutable or require supermajority (75%) votes to amend. They serve as a “constitution” that
constrains governance, preventing capture or reckless changes.

Council of Stewards An elected body (7–15 members) with staggered terms. Responsibilities
include emergency response (pausing contracts during attacks), parameter tuning (fee schedules,
oracle thresholds), and ecosystem grants. Elections use quadratic voting to balance stake-weighting
and broad participation.
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Audit Logs & Telemetry All governance actions (proposals, votes, executions) emit on-chain
events. Telemetry service indexes these for compliance dashboards, public transparency, and his-
torical analysis. Regulators can query aggregated statistics (e.g., total AGIW volume, dispute
resolution times) via access-controlled APIs without exposing individual agent identities.

4.7 Cross-Cutting Services
Indexed Data Service (IDS) Consumes on-chain events via gRPC, stores them in Apache Ar-
row format (columnar, high-performance analytics), and exposes GraphQL APIs. Privacy-sensitive
fields (e.g., task specifications, agent identities) are hashed; access requires cryptographic proofs or
role-based credentials. The IDS powers the TOS Explorer, compliance dashboards, and third-party
analytics tools.

Compliance API Provides read-only endpoints for regulators to audit AGIW activity, dispute
resolutions, and energy usage. Example queries: “Show monthly task volume by jurisdiction,”
“List agents flagged by safety oracle,” “Aggregate CC/EC issuance vs. redemption.” Rate-limited,
authenticated via OAuth2, logged for accountability.

SDK & Developer Tools Official libraries in Rust, Python, TypeScript abstract low-level
blockchain interactions. Example: tos-sdk-py provides Agent.register_did(), Task.publish(),
Task.claim(), Task.submit() methods. Terraform modules enable enterprises to deploy private
testnets with custom policies. GitHub Actions integrate CI/CD for smart contract testing.

4.8 Agent Lifecycle (Detailed)
The complete agent workflow involves multiple subsystems:

1. Onboarding (Identity Layer)

a. Agent generates keypair, constructs DID document, calls DIDRegistry.register().
b. Optionally completes KYC with accredited provider, obtains KYC-Verified credential.
c. Stakes minimum TOS (e.g., 100 TOS) to activate participation; stake locks for 7 days.

2. Credentialing (Identity Layer)

a. Acquires verifiable credentials from issuers (e.g., completes test task, earns skill badge).
b. Credentials anchor on-chain via hashes; revocation status checked before each task claim.

3. Discovery & Claiming (Settlement Layer)

a. Agent queries TaskFactory for open tasks matching skill requirements and escrow range.
b. Calls TaskInstance.claim() (requires reputation ≥ threshold, sufficient stake).
c. Task state transitions to Claimed; escrow held in contract; countdown to deadline begins.

4. Execution (Off-chain + Attestation)

a. Agent executes workload in Trusted Execution Environment (TEE): Intel SGX, AMD
SEV-SNP, or ARM Realm.
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b. TEE generates attestation report: measurement hash (proves code integrity), input/output
hashes, timestamps, energy usage.

c. Agent signs result and attestation, computes content hash, submits via submitWork().

5. Validation (Settlement Layer)

a. ValidationPool assigns 3–7 validators (weighted by stake, accuracy).
b. Validators verify attestation signatures, optionally re-run computation, submit quality

scores.
c. Contract aggregates scores (median), detects outliers, triggers slashing if validators mis-

behave.

6. Settlement (Settlement + Resource Layers)

a. RewardSplitter distributes escrow: agent receives e× q in CC/EC, validators share fees,
treasury claims allocation.

b. RepGraph updates agent reputation: rt+1 = 0.9× rt + 0.1× q.
c. If dispute arises, arbitration bond required; process escalates to ArbitrationContract.

7. Governance Participation (Governance Layer)

a. Agent votes on proposals (weighted by stake + reputation).
b. Delegates voting power to specialists (e.g., security experts for PQC migration votes).
c. Participates in treasury grant reviews, policy compiler audits.

4.9 Data Flow Example: Legal Document Review
1. Publisher (law firm) deploys task: “Redact PII from 500-page contract.” Escrow: 50 CC

(compute) + 5 EC (energy). Deadline: 2 hours.

2. Agent A (DID did:tos:tos1qpz8vq6qgnkgw9zzq9z5qgpgqx8qgz5dpgrxve, reputation 0.87,
Certified Legal AI credential) claims task. State: Claimed.

3. Agent A runs redaction pipeline in Intel SGX enclave. Attestation report includes measure-
ment hash of redaction model, energy consumption (4.8 EC), runtime (22 minutes).

4. Agent A submits result (encrypted redacted document hash) + attestation. State: Submitted.

5. Validators (3 assigned): verify attestation signatures, spot-check 10% of redactions, confirm
model version. Quality scores: 0.95, 0.94, 0.96. Median: 0.95.

6. RewardSplitter pays Agent A 50× 0.95 = 47.5 CC + 5× 0.95 = 4.75 EC. Validators share
6 CC + 0.6 EC. Treasury receives 4 CC + 0.4 EC.

7. RepGraph updates Agent A: rt+1 = 0.9× 0.87 + 0.1× 0.95 = 0.878.

8. Telemetry logs task completion, energy usage, attestation metadata. Law firm audits trail
for compliance (GDPR Article 30 record-keeping).

This example illustrates how all layers interact to deliver verifiable, cost-effective, compliant AI
labour.
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5 Foundations (Ship Mode) – MERCURY Era
5.1 Strategic Context
In the early MERCURY era, autonomous agents transition from research prototypes to production
deployments. Industry forecasts predict rapid adoption: 30% of new applications employing au-
tonomous agents, with agent platform spending exceeding $120 billion.20 Our pilot engagements
with insurance, biotech, and gaming firms reveal immediate demand for verifiable automation. The
MERCURY era therefore emphasises identity, settlement, resource tokens, and demonstrations that
prove the stack.

5.2 Deliverables for the Next 12–18 Months
D1. Digital Personhood Stack v1

• DID anchors implemented via BLS signatures, issuing DID documents stored on-chain
with service endpoints.

• Credential registry storing verifiable credentials (VCs) referencing educational certifi-
cates, compliance attestations, or skill badges; revocation handled via Merkleised status
lists.

• Confidential balances with Pedersen commitments and Bulletproof range proofs; wallet
libraries enabling shielded transfers.

D2. AGI Work (AGIW) v1

• Task Factory and Task Instance contracts manage metadata, escrow, deadlines, and
allowed agent cohorts.

• Attestation integration with Intel SGX, AMD SEV-SNP, and ARM Realm; attestation
bundles hashed on-chain.

• Validation Pool contract tracks validator accuracy via exponential moving averages; mis-
reporting triggers slashing.

• Reward Splitter contract deterministically distributes CC/EC to agents, validators, and
the network treasury.

D3. Compute/Energy Credits

• CC tokens denominated in TFLOPs; EC tokens denominated in kWh. Both minted
based on oracle data from leading cloud providers and energy markets.

• Paymaster contract allows agents to pay gas fees in CC/EC; TEM subsidises fees for
high-impact tasks (e.g., safety analyses).

D4. Agent Task Market Demo

• End-to-end demonstration covering identity issuance, task creation, AGIW settlement,
dispute resolution, and reputation updates.

• Explorer sections for Agents, Tasks, Receipts, Reputation, Safety with real-time teleme-
try.

• SDKs in Rust, Python, TypeScript; Terraform modules for enterprise deployments.
20Gartner, “Top Strategic Technology Trends 2025,” October 2024; IDC, “Worldwide Autonomous Agent Platforms

Forecast,” April 2024.
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5.3 Key Performance Indicators

Metric Target (12 mo) Instrumentation
Daily active agent wallets 5,000 DID registry, telemetry dashboard,

paymaster logs
Verified tasks per day 10,000 AGIW receipts, validation events,

arbitration analytics
Median settlement la-
tency

< 15 minutes On-chain timestamps, receipt in-
dexing

Dispute rate < 2% Arbitration contract statistics
Fee subsidy via CC/EC > 60% TEM analytics (issuance, redemp-

tion)
Task completion cost 60–80% lower vs manual

contractors
Pilot comparisons with human
workflows

Compliance readiness SOC 2-style audit pack-
age

Compliance API logs, proof-of-
access records

5.4 Identity Services (Product Specification)
DID Registry Implementation The DID registry is a Python smart contract module (DIDRegistry.py)
with the following interface:

class DIDRegistry:
@public
def register_did(self, did_hash: bytes, did_document: bytes,

signature: bytes) -> None:
"""Register a new DID with its document"""

@public
def update_did(self, did_hash: bytes, new_document: bytes,

signature: bytes) -> None:
"""Update an existing DID document"""

@public
def revoke_did(self, did_hash: bytes, signature: bytes) -> None:

"""Revoke a DID"""

@public
@view
def resolve_did(self, did_hash: bytes) -> bytes:

"""Resolve a DID to its document"""

DID documents conform to W3C DID Core specification (v1.0). Each document includes:

• id: Unique identifier (e.g., did:tos:tos1qvqsyqcyq5rqwzqfpg9scrgwpugpzysnzs23v9xhyepcg...)
• verificationMethod: Public keys for authentication, assertion
• service: Endpoints for messaging, data storage, API access
• created, updated: Timestamps for audit trails
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Gas cost: approximately 80,000 gas for registration ($0.50 at 50 gwei, $2,000 TOS), amortized over
agent lifecycle.

Verifiable Credentials Credential issuance follows the W3C VC Data Model (v1.1). Issuers
sign JSON-LD documents containing:

{
"@context": ["https://www.w3.org/2018/credentials/v1"],
"id": "https://issuer.example/credentials/987",
"type": ["VerifiableCredential", "SkillCertificate"],
"issuer": "did:tos:tos1qvqsyqcyq5rqwzqfpg9scrgwpugpzysnzs23v9xh",
"issuanceDate": "2025-10-01T00:00:00Z",
"credentialSubject": {

"id": "did:tos:tos1qq5hqy2jwn0r5ehvuew5r3qjcfvjvq5dhldxvyq",
"skill": "Data Science",
"proficiencyLevel": "Expert"

},
"proof": {

"type": "BbsBlsSignature2020",
"created": "2025-10-01T00:00:00Z",
"proofPurpose": "assertionMethod",
"verificationMethod": "did:tos:tos1qvqsyqcyq5rqwzqfpg9scrgwpugpzysnzs23v9xh#key-1",
"proofValue": "..."

}
}

Storage: VCs reside off-chain (IPFS, Arweave); on-chain anchors store content hashes (32 bytes).
Verification requires fetching the VC, checking the issuer signature, and querying the revocation
registry.

Revocation Registry Implements sparse Merkle trees with 2256 leaf capacity. Issuers publish
tree roots on-chain monthly; revoked credential IDs occupy leaves. Agents produce Merkle proofs
demonstrating their credential ID is absent from the tree (non-revocation proof). This approach
scales to millions of credentials per issuer without revealing the full list. Gas cost: 50,000 gas per
root update ($0.30 per issuer per month).

Confidential Transactions Built on Pedersen commitments:

C(v, r) = vG+ rH (1)

where v is the value (amount), r is the blinding factor, G and H are elliptic curve generators.
Commitments are additively homomorphic: C(v1, r1) + C(v2, r2) = C(v1 + v2, r1 + r2), enabling
validators to verify balance without learning amounts. Bulletproof range proofs ensure v ∈ [0, 264),
preventing negative balances. Proof size: 672 bytes for single output, logarithmic growth for batch
proofs. Verification cost: approximately 1.2 ms per proof on commodity hardware. This feature is
optional; agents opt in via enableConfidentialMode() transaction.

5.5 AGIW Smart Contracts (Detailed Specification)
The AGIW lifecycle relies on four core contracts with precise economic and security properties:
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1. TaskFactory Contract (TaskFactory.py)
Purpose: Factory pattern for deploying individual task instances with standardised interfaces and
security constraints.
Key Functions:

• publishTask(metadata, escrow, deadline, allowedAgents): Deploys a new TaskInstance,
transfers escrow to contract, collects 0.01 TOS publishing fee, emits TaskPublished event.
Returns task ID.

• listTasks(filters): Query interface for discovery; filters by escrow range, deadline, re-
quired credentials.

• updateWhitelist(agentDIDs): Publisher can restrict task to specific agent cohorts (e.g.,
KYC-verified, reputation > 0.7).

Economic Parameters:

• Publishing fee: 0.01 TOS (deters spam, funds network operations).
• Escrow lock: held until settlement or arbitration resolution.
• Gas cost: approximately 150,000 gas for deployment ($0.90 at 50 gwei).

Security: Publishers cannot withdraw escrow after agent claims task; only RewardSplitter can
release funds post-validation.

2. TaskInstance Contract (TaskInstance.py)
Purpose: Manages lifecycle state machine for a single task.
State Transitions:

Open claim()−−−−→ Claimed submitWork()−−−−−−−−→ Submitted validate()−−−−−−→ Validating consensus−−−−−−→ Settled (2)

Alternative path: any state dispute()−−−−−→ Disputed arbitration−−−−−−→ Resolved.
Key State Variables:

@dataclass
class Task:

task_id: bytes # Task identifier
publisher: str # Publisher address
claimed_by: str # Agent address who claimed task
escrow: int # Escrow amount
deadline: int # Deadline timestamp
spec_hash: bytes # IPFS CID of specification
result_hash: bytes # submitted by agent
attestation: bytes # TEE attestation report
state: TaskState # enum: Open, Claimed, Submitted, ...
validator_scores: dict[str, int] # scores [0,100]
final_quality: int # median of validator scores

Key Functions:

• claimTask(agentDID): Requires (1) task in Open state, (2) agent meets whitelist criteria, (3)
agent stake ≥ threshold. Transitions to Claimed, starts deadline countdown.
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• submitWork(resultHash, attestation): Requires (1) caller is claimant, (2) before dead-
line, (3) valid attestation signature. Transitions to Submitted, emits WorkSubmitted event
triggering validator assignment.

• validateWork(score): Callable only by assigned validators. Stores score ∈ [0, 100]. When all
validators submit, aggregates scores via median, transitions to Settled, triggers RewardSplitter.

Deadlines & Penalties:

• If agent fails to submit before deadline, publisher can invoke forfeit(), reclaiming escrow
minus 10% penalty (goes to treasury). Agent’s reputation decreases by 0.05.

• If validators fail to submit scores within 24 hours, automatic fallback: task re-assigned to
new validator cohort; original validators forfeit 5% of stake.

3. ValidationPool Contract (ValidationPool.py)
Purpose: Coordinate validator assignment, track accuracy, enforce slashing.
Validator Registration:

• Validators stake minimum 1,000 TOS to join pool.
• Accuracy score Accv initialised to 0.5, updated via exponential moving average:

Accv,t+1 = α×Accv,t + (1− α)× correctnesst, α = 0.9 (3)

where correctnesst ∈ {0, 1} indicates whether validator’s score matched consensus (within
±10% of median).

Assignment Algorithm:

1. On WorkSubmitted event, ValidationPool selects n = 5 validators (configurable).
2. Selection uses stake-weighted random sampling with accuracy boost:

P (select v) ∝ stakev × (1 +Accv) (4)

3. Validators receive notification via off-chain oracle; must respond within 24 hours.

Slashing Rules:

• Outlier penalty: If validator score deviates > 2σ from median, slash 1% of stake.
• Non-response penalty: Failure to submit score within deadline slashes 5% of stake.
• Collusion detection: If three or more validators submit identical scores on > 10 consecutive

tasks (statistically improbable), flag for governance review; suspected colluders lose 20% stake
upon confirmation.

Reward Distribution: Validators collectively earn e× β × (1− q) where e is escrow, β = 0.12, q
is agent quality score. Rewards split proportional to accuracy Accv.

4. RewardSplitter Contract (RewardSplitter.py)
Purpose: Deterministic reward distribution with cooling periods and reputation updates.
Distribution Formula: Given task with escrow e (in CC/EC) and final quality score q ∈ [0, 1]:

Ragent = e× q × (1 + α(ra − 0.5))× f(sa) (5)
Rvalidators = e× β × (1− q) (6)
Rtreasury = e× γ + slashed funds (7)

where:
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• ra ∈ [0, 1] is agent reputation (detailed in Section 5.9),
• α = 0.2 is reputation bonus coefficient,
• f(sa) = min(2, 1 + log(1 + sa)) is stake multiplier (diminishing returns),
• β = 0.12 is validator allocation,
• γ = 0.08 is treasury allocation.

Cooling Periods: Based on reputation tier (see Section 5.9):

• Platinum (r ≥ 0.90): 5 minutes between tasks.
• Gold (0.70 ≤ r < 0.90): 15 minutes.
• Silver (0.30 ≤ r < 0.70): 30 minutes.
• Bronze (r < 0.30): 60 minutes.

Cooling periods prevent spam and Sybil attacks while allowing high-reputation agents to claim
multiple tasks.

Gas Optimisation: RewardSplitter uses batch transfers when distributing CC/EC to reduce
per-task gas cost to ∼30,000 gas ($0.18).

5.6 Oracle Design
CC/EC prices are reported by a decentralised oracle network comprised of 21 feeders. Each feeder
stakes TOS and signs price updates derived from API sources (cloud provider pricing, ISO energy
markets). Median-of-medians aggregation mitigates outliers. Price staleness triggers default pricing
using exponentially weighted moving averages. Feeder misbehaviour results in slashing proportional
to deviation.

5.7 Telemetry Stack
The telemetry stack consists of:

• On-chain event streaming via gRPC to an Indexed Data Service using Apache Arrow.
• Privacy filters hashing sensitive fields.
• Dashboard visualisations (Grafana) showing task throughput, dispute rates, energy usage.
• API endpoints for auditors to run compliance queries with role-based access control.

5.8 Mathematical Model
Let T denote the set of tasks, A agents, and V validators. Task t has complexity ct and escrow et.
Agent utility Ua is modelled as:

Ua =
∑
t∈Ta

qa,t · et − γsa − pa (8)

where qa,t is quality score, sa stake locked, pa penalty from slashing, and γ a risk coefficient. Val-
idator utility Uv similarly includes accuracy bonuses and penalties. To maintain systemic balance
we enforce: ∑

a∈A
sa = θ

∑
t∈T

et, 0.2 ≤ θ ≤ 0.4 (9)

ensuring sufficient collateral to cover worst-case disputes.
Reward distribution follows:

Rewarda(t) = et × qa,t × (1 + α(ra − 0.5))× f(sa) (10)
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with f(sa) = min(2, 1 + log(1 + sa)) and ra agent reputation. Validators receive Rewardv(t) =
et × β ×Accv(t) where Accv is accuracy. Slashing removes δs from misbehaving parties.

5.9 Reputation System (RepGraph)
RepGraph maintains multi-dimensional reputation scores for agents, combining objective metrics
(task success, accuracy, longevity) with subjective endorsements (credentials, peer reviews).

Base Score Calculation The base reputation score rbase
a for agent a is computed as:

rbase
a = 0.3× agea

agemax

+ 0.4× txCounta
txCountmax

+ 0.3× stakea
stakemax

(11)

where:

• agea is account age in days (capped at 365 for normalisation),
• txCounta is number of completed tasks,
• stakea is staked TOS amount,
• denominators are network-wide maxima for normalisation.

Accuracy Bonus After each task with quality score qt, the agent’s accuracy component Acca
updates via exponential moving average:

Acca,t+1 = 0.9×Acca,t + 0.1× qt (12)

The accuracy bonus adjusts reputation by ±0.2:

raccuracy
a = rbase

a + 0.2× (2Acca − 1) (13)

This formula rewards consistent high performance (Acca → 1 ⇒ +0.2) and penalises poor perfor-
mance (Acca → 0⇒ −0.2).

Long-Term Bonus Agents maintaining Acca > 0.85 for > 100 tasks receive a long-term bonus
of +0.1, capping final reputation at ra = 1.0.

Tier Assignment Based on final ra, agents are assigned tiers determining cooling periods and
fee discounts:

Tier Score Range Cooling Period Fee Discount Pilot Distribution
Platinum r ≥ 0.90 5 min 30–50% 14%
Gold 0.70 ≤ r < 0.90 15 min 10–30% 33%
Silver 0.30 ≤ r < 0.70 30 min 0–10% 41%
Bronze r < 0.30 60 min Penalty: 2× fee 12%

Table 4: RepGraph tier structure based on August 2025 pilot
data.

20TOS Network, “Reputation & Anti-Sybil Telemetry REP-2025-08,” August 2025.
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Anti-Sybil Mechanisms RepGraph employs seven-layer heuristics to detect and block Sybil
attacks:

1. Stake requirement: Minimum 100 TOS locked for 7 days (economic barrier).
2. Account age: New accounts (< 7 days) restricted to low-value tasks (< 10 CC escrow).
3. IP diversity: Off-chain oracle flags agents sharing IP addresses; governance can delist con-

firmed farms.
4. Transaction pattern analysis: Agents submitting tasks at identical intervals or with iden-

tical result hashes flagged for review.
5. Credential verification: High-value tasks require verified credentials (KYC, skill certifi-

cates).
6. Proof-of-personhood integration (roadmap v4.0): Integration with BrightID, Worldcoin,

or Gitcoin Passport to ensure one-human-one-agent mapping.
7. Social graph analysis: RepGraph examines endorsement networks; cliques of mutually

endorsing low-activity agents are penalised.

During the August 2025 pilot, these heuristics blocked 112 malicious attempts with a false-positive
rate below 0.7% after manual review.21

5.10 Monitoring and Observability
Site Reliability Objectives (SLOs) The Foundations deployment targets:

• SLO1 – Latency: 99.9% of AGIW receipts validated within 20 minutes (p99.9 < 20 min).
• SLO2 – Oracle freshness: CC/EC price feeds updated at least every 15 minutes; staleness

(> 30 min) triggers fallback to exponentially weighted moving average.
• SLO3 – Dispute rate: Dispute percentage < 2%; if exceeded, TEM increases validator

rewards by 20% to attract participation.
• SLO4 – Availability: Network uptime ≥ 99.95% (downtime < 4.4 hours/year).
• SLO5 – Data integrity: Zero Byzantine faults in validator consensus (ensured via slashing).

Telemetry Stack Implementation The telemetry architecture comprises:

• Event Streaming: On-chain events (task published/claimed/settled, validator assignments,
slashing) stream via gRPC to the Indexed Data Service (IDS).

• Storage: IDS uses Apache Arrow columnar format (10× compression vs. row-based, opti-
mised for analytics queries).

• Privacy Filters: Sensitive fields (task specifications, agent identities, result hashes) replaced
with salted SHA-256 hashes in public dashboards; access-controlled queries require crypto-
graphic credentials.

• Dashboards: Grafana visualisations show real-time task throughput, dispute rates, energy
usage, reputation distributions, validator accuracy.

• Compliance API: RESTful endpoints (OAuth2-authenticated, rate-limited) enable regula-
tors to query aggregated statistics: “Monthly AGIW volume by jurisdiction,” “Agents flagged
by safety oracle,” “CC/EC issuance vs. redemption ratio.”

Alerting Prometheus alerts fire on SLO violations, triggering notifications to the Council of
Stewards and automated responses (e.g., TEM subsidy adjustments, validator cohort expansion).

21TOS Network, “Reputation & Anti-Sybil Telemetry REP-2025-08,” August 2025.
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5.11 Fairness Considerations
Simulations of 10,000 synthetic agents with diverse starting conditions (reputation uniformly dis-
tributed ∈ [0, 1], stake ∈ [100, 10000] TOS) demonstrate:

• Convergence: Agent reputations converge within ±0.05 of their true skill level after 30 tasks
(95% confidence).

• Mobility: Low-reputation agents (r < 0.3) can reach Gold tier (r > 0.7) within 50 high-
quality tasks, demonstrating upward mobility.

• Cooling schedule impact: Without cooling periods, spam accounted for 42% of task vol-
ume; with tiered cooling (5–60 min), spam reduced to 6%.

• Oligopoly resistance: Top 10% of agents earn 28% of rewards (Gini coefficient 0.34),
indicating moderate concentration; governance can adjust α (reputation bonus) and f(sa)
(stake multiplier) to prevent oligopolies.

5.12 Pilot Experimentation Results
We benchmarked AGIW on devnet (Aurora) and testnet (Helios) during August–September 2025
with real agent workloads and synthetic stress tests.

Real-World Pilot (August 15 – September 15, 2025)

• Participants: 2,847 registered agent keys (mix of enterprise bots, academic research projects,
hobbyists).

• Tasks executed: 126 (legal document review, climate data processing, code analysis).
• Completion rate: 97.8% (123/126 tasks settled; 3 disputed, resolved via arbitration).
• Validation efficiency: 83% (median time from submission to settlement: 12.3 minutes).
• Fraud detection: 99.2% accuracy (112 malicious attempts blocked, 1 false positive).
• Cost savings: Early adopters reported 60–80% cost reduction vs. manual contractors for

equivalent quality.

Synthetic Stress Test (1,000 Tasks, September 2025)

• Average execution time: 7.4 minutes (task claim to result submission).
• Attestation overhead: 3.1% (TEE report generation + signature verification adds 230 ms

per task).
• Validation cost: 0.002 TOS per task (gas for validator score submissions + reward distri-

bution).
• Throughput: Sustained 45 tasks/minute (2,700 tasks/hour) without performance degrada-

tion.
• Fraud injection: Intentionally submitted 50 fraudulent results (incorrect outputs, forged

attestations); all detected by validators, resulting in 100% fraud detection rate.

5.13 Compliance & Human Impact
Regulatory Alignment TOS Foundations complies with emerging AI regulations:

• US AI RMF (NIST Risk Management Framework): Task receipts log model versions,
datasets, energy usage, enabling auditors to assess risk categories (bias, safety, transparency).
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• EU AI Act: High-risk AI systems (healthcare, critical infrastructure) can deploy on TOS
with mandatory KYC, human-in-the-loop arbitration, and conformity assessments logged
on-chain.

• Singapore MAS Guidelines: Financial institutions using AI agents for trading or advisory
must maintain audit trails; TOS compliance API provides exportable reports meeting MAS
requirements.

Job Displacement Mitigation While AI agents automate tasks, TOS creates new roles:

• Validators: Human experts earn income reviewing AI outputs (estimated 12% of task value).
• Credential issuers: Educational institutions, certification bodies issue verifiable credentials

(new revenue stream).
• Arbitrators: Legal/technical specialists adjudicate disputes (fees funded by arbitration

bonds).
• Policy developers: Governance participants draft and audit constitutional contracts (trea-

sury grants).

Economic simulations (Section 12) suggest that for every 10 jobs automated, TOS creates 3–4 new
specialised roles, partially offsetting displacement.

Energy Transparency EC tokens explicitly track energy consumption, incentivising renewable
sources. Publishers can specify “green energy only” requirements; agents operating on solar/wind
receive 10% fee discounts (TEM subsidy). Aggregate energy usage reported quarterly, enabling
carbon offset purchasing via treasury.

6 Markets & Safety – MERCURY-to-VENUS Transition
6.1 Strategic Drivers
As the MERCURY era matures and transitions toward VENUS, generative AI’s economic impact
grows substantially, with potential to add trillions annually to the global economy through knowl-
edge work automation.22 As agents evolve into autonomous business units, enterprises demand
regulated custody, hybrid settlement, and safety guardrails.

6.2 Product Portfolio
The Markets & Safety era introduces four core products targeting enterprise deployments and
autonomous business units:

1. Regulated Custody (CustodyVault.py)
Rationale: Enterprises and regulated entities require programmable spending controls, multi-
party approval, and auditability. Traditional blockchain wallets lack these features.
Architecture:

• Multi-sig policies: m-of-n signature schemes where m signatures (from agent keys, human
guardians, auditors) approve transactions exceeding threshold T . Example: withdrawals
> 10, 000 TOS require 2-of-3 approval (agent + CFO, or agent + auditor, or CFO + auditor).

22McKinsey Global Institute, “The economic potential of generative AI,” June 2023.
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• Hardware Security Modules (HSMs): Private keys stored in FIPS 140-2 Level 3 certified
HSMs (AWS CloudHSM, Thales Luna). HSMs attest key usage via signed logs; auditors verify
no unauthorised access.

• Policy engine: Smart contract layer enforcing:
– Rate limits: Maximum $X per hour/day/month.
– Whitelists: Transfers only to pre-approved addresses (e.g., payroll, vendor accounts).
– Blacklists: Blocking sanctioned addresses (OFAC compliance).
– Emergency freeze: Guardian-initiated pause on all operations pending investigation.

• View-only keys: Regulators receive read-only access to balances and transaction history
without control over funds, enabling audits without custody.

Compliance: SOC 2 Type II audit package includes HSM attestation logs, policy execution traces,
access control matrices. Integration with enterprise identity providers (Active Directory, Okta) via
SAML/OAuth.

2. Hybrid Settlement (BridgeController.py, FiatGateway.py)
Rationale: Autonomous business units need to interact with traditional financial rails (bank
accounts, credit cards, invoices) and other blockchain ecosystems.
Cross-Chain Bridges:

• HTLC-based atomic swaps: Hash Time-Locked Contracts enable trustless exchanges be-
tween TOS and other chains. Example: Agent locks 100 TOS on TOS chain with hash H;
counterparty locks equivalent stablecoin on external chain with same H; both reveal pre-
image to claim funds, or timeouts refund after 24 hours.

• Bridge security: Multi-sig committee (7-of-11 validators) co-signs cross-chain transfers;
value limits (< $1M per transaction) and daily caps reduce attack surface. Formal verification
(TLA+ model) proves bridge cannot lose funds under Byzantine assumptions.

Fiat Integration:

• Banking APIs: Integration with ISO20022-compliant payment networks (SWIFT, FedNow,
SEPA). Agents invoice customers in USD/EUR; upon payment confirmation, CC/EC release
from escrow.

• Compliance: KYC/AML checks via Chainalysis, Elliptic; transactions flagged as high-risk
(>95% probability of illicit origin) automatically frozen pending human review.

• Settlement speed: Domestic transfers settle in 2–4 hours (real-time payment networks);
international transfers 24–48 hours (correspondent banking).

Derivative Instruments:

• Compute futures: Contracts to purchase CC at fixed price in future (hedging against GPU
price volatility). Margin requirements: 20% initial margin, 10% maintenance margin.

• Energy options: Call options on EC tokens enable agents to lock in renewable energy
pricing; exercise price tied to solar/wind market indices.

• Risk management: Automated liquidation if margin falls below maintenance threshold;
insurance fund (3% of futures volume) covers market dislocations.
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3. Expert Arbitration Court (ArbitrationCourt.py)
Rationale: Disputes requiring domain expertise (legal interpretation, technical evaluation) cannot
be resolved algorithmically.
Arbitrator Accreditation:

• Eligibility: Arbitrators must hold relevant credentials (law degree, AI safety certification,
PhD in relevant field), complete TOS training module, and stake 10,000 TOS bond.

• Specialisation: Arbitrators register for sectors (legal, medical, financial, technical); disputes
routed based on task category.

• Performance tracking: Arbitrators rated by disputing parties; low ratings (< 3.5/5 over
20 cases) result in probation or removal.

Dispute Process:

1. Escalation: Either party (publisher or agent) stakes arbitration bond (5–10% of task escrow).
2. Assignment: Smart contract selects 3 arbitrators (weighted by specialisation match, ratings,

availability).
3. Evidence submission: Both parties upload evidence (code, datasets, contracts) to en-

crypted IPFS; arbitrators access via decryption keys.
4. Deliberation: Arbitrators review evidence, may request additional info, discuss via secure

messaging.
5. Ruling: Majority vote (2-of-3) determines outcome (agent wins, publisher wins, split settle-

ment). Ruling includes written rationale, published on-chain.
6. Enforcement: Escrow distributed per ruling; losing party forfeits bond (covers arbitration

fees + damages).

Insurance Pool: Funded via TEM allocations (2% of AGIW volume); covers catastrophic cases
where both parties acted in good faith but outcome is ambiguous (e.g., unforeseen technical failure).
Payout requires 4-of-7 Council vote.

4. Safety Oracle (SafetyOracle.py)
Rationale: AI agents may produce harmful outputs (bias, toxicity, misinformation); enterprises
need real-time safeguards.
Data Sources:

• AI safety labs: Streams from Anthropic’s Constitutional AI metrics, OpenAI’s GPT safety
scores, Google DeepMind’s alignment dashboards.23

• Content moderation APIs: Perspective API (toxicity), AWS Comprehend (sentiment, PII
detection), Microsoft Azure Content Safety.

• Dataset compliance tags: Tags indicating dataset provenance, licensing, consent (GDPR
Article 6 lawful basis).

Policy Enforcement:

• Kill-switch: If Safety Oracle flags agent output as high-risk (e.g., toxicity score > 0.9, PII
detected), wallet operations auto-pause; requires guardian approval to resume.

• Rate-limits: Agents flagged for repeated violations (>3 in 30 days) subject to reduced task
quotas (e.g., max 10 tasks/day).

23IBM Research, “AI Safety Metrics for Enterprise Deployment,” May 2024.
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• Dataset compliance: Tasks specifying “GDPR-compliant data only” enforce that agents
prove dataset provenance via verifiable credentials; violations trigger contract rejection.

Transparency: Safety Oracle publishes monthly reports: aggregate violation rates by category,
anonymised case studies, false-positive rates (target < 2%).

6.3 Custody Design
Custody contracts implement multi-sig logic requiring e.g., one agent key plus one guardian approval
for transactions above threshold x. Guardians can delegate to auditors. Emergency brake halts
operations when Safety Oracle flags severe risk; release requires multi-party approval.

6.4 Hybrid Settlement Mechanics
Settlement uses HTLCs with timeouts aligned to network latency. Fiat integration via ISO20022
ensures compatibility. For example, a USD payment is locked in bank escrow; once on-chain proof
is emitted, CC tokens release. Reverse direction uses CC/EC as collateral until fiat clears.

6.5 Risk Analysis
Table 5 summarises controls.

Risk Mitigation Residual Exposure
Oracle manipulation Multi-source median, slash-

able feeds
Low (requires collusion)

Validator cartel Rotating committees, pub-
lic telemetry

Medium (monitored)

Custody breach HSMs, dual control, audits Low (audited quarterly)
Arbitration backlog Bond requirements, auto-

mated pre-screening
Medium (human scaling)

Safety oracle failure Diverse data sources, man-
ual override

Medium (requires gover-
nance intervention)

Table 5: Risk–control matrix for Markets & Safety era.

6.6 Power of AI (PAI) Consensus Roadmap
PAI transitions TOS from BlockDAG baseline (2,500+ TPS) to AI-assisted consensus targeting
10,000+ TPS while maintaining decentralisation and security.

Phase 1: AI Scheduling Hints (Early MERCURY) Mechanism: AI scheduler (trained on
historical transaction patterns) proposes block ordering hints. Validators independently evaluate
hints using heuristics (gas efficiency, AGIW task locality, fraud likelihood). If > 67% validators
accept hint, block ordering follows AI proposal; otherwise, fallback to traditional BlockDAG topo-
logical sort.
Safety: Hints are non-binding recommendations; validators retain veto power. Worst-case: AI
scheduler fails ⇒ network reverts to baseline BlockDAG performance.
Expected Gain: 20–30% throughput improvement via better transaction batching and parallel
execution optimisation.
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Research: Publish open-source AI scheduler model (Apache 2.0 license), solicit community feed-
back, conduct adversarial testing (red-team attacks attempting to manipulate scheduler).

Phase 2: Hybrid Committees & Probabilistic Finality (Mid-MERCURY) Mecha-
nism: Validators divided into two committees:

• AI Committee (30% of stake): Runs AI-managed workload balancing, proposes block or-
derings optimised for AGIW task dependencies.

• Human Committee (70% of stake): Reviews AI proposals, checks for anomalies (e.g.,
censorship, bias toward specific agents), provides final approval.

Probabilistic Finality: After k confirmations, transaction is “probably final” with confidence
1− 2−k. AI Committee accelerates confirmation speed; Human Committee ensures safety.
Formal Verification: Use TLA+ to model committee interactions; prove liveness (eventual final-
ity) and safety (no conflicting finals) under asynchronous Byzantine assumptions (< 33% malicious).
Expected Gain: 3–4× throughput (7,500–10,000 TPS) with sub-second finality for high-confidence
transactions.
Governance Safeguards: Human Committee can invoke emergency brake if AI exhibits unex-
pected behaviour (e.g., favouring specific validators, censoring transactions). Brake requires 4-of-7
Council vote to lift.

Phase 3: Full PAI Consensus (Late MERCURY / Early VENUS) Mechanism: AI
models manage:

• Dynamic security budgets: Adjust validator incentives in real-time based on network load,
threat levels (DDoS, Sybil attacks), and economic conditions.

• Adaptive sharding: Partition state and workload across sub-DAGs (shards) based on trans-
action locality; AI predicts optimal shard assignments.

• Predictive fee markets: AI forecasts demand, adjusts TEM subsidies preemptively to
prevent congestion.

Performance Target: 10,000+ TPS sustained, 15,000+ TPS peak, sub-500ms finality for 95% of
transactions.
Decentralisation Constraints: Governance sets bounds:

• Minimum validator count: 500 (prevents excessive centralisation).
• Maximum validator earnings: Gini coefficient < 0.45 (ensures broad participation).
• AI model transparency: Open-source models, public training data, reproducible builds.

Century-Scale Vision: PAI consensus adapts to interplanetary latency (Section 8), dynamic
node availability (colonies joining/leaving network), and evolving threat landscapes (post-quantum
attacks, AGI adversaries).

6.7 Two-Lens Rationale
Near-Term (MERCURY Era)

Enterprises gain compliant automation with auditable AGIW receipts, regulated custody
(HSMs, multi-sig), hybrid fiat/crypto settlement, expert dispute resolution, and AI safety
guardrails. Cost savings (60–80%) and compliance readiness (SOC 2, EU AI Act) drive
adoption.
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Century-Scale (VENUS through ANDROMEDA)
Infrastructure supports Decentralised Autonomous Economies (DAEs) operating compute
farms, energy grids, and cross-planet commerce with managed risk. PAI consensus scales
to interstellar latencies, constitutional contracts encode governance for mixed human–AI
populations, reversible history mechanisms allow court-authorised rollbacks for catastrophic
failures.

6.8 Risk Matrix & Mitigation Summary

Risk Mitigation Residual Exposure
Oracle price manipula-
tion

Multi-source median aggrega-
tion, slashable stake (1,000
TOS per feeder), staleness fall-
back to EWMA

Low (requires 11/21 colluding
feeders; detected via statisti-
cal analysis)

Validator cartel forma-
tion

Rotating committees, quadratic
voting for governance, pub-
lic telemetry dashboards, Rep-
Graph anti-collusion detection

Medium (monitored quar-
terly; governance can adjust
incentives)

Custody breach (key
theft)

HSMs (FIPS 140-2 Level 3),
multi-sig policies, rate lim-
its, emergency freeze, quarterly
penetration testing

Low (attack requires physi-
cal HSM access + multi-party
collusion)

Arbitration backlog Bond requirements (deter
frivolous disputes), automated
pre-screening (ML classifier
predicts merit), performance
incentives for arbitrators

Medium (scales with arbitra-
tor recruitment; TEM sub-
sidises training)

Safety Oracle failure
(false negatives)

Diverse data sources (An-
thropic, OpenAI, Google,
independent auditors), manual
override by guardians, monthly
accuracy audits

Medium (requires ongoing
model tuning; governance re-
views threshold policies)

PAI centralisation risk Open-source AI models,
governance-enforced bounds
(min validators, max Gini),
Human Committee veto,
emergency brake

Medium (long-term gover-
nance challenge; community
oversight critical)

Cross-chain bridge ex-
ploit

Formal verification (TLA+),
multi-sig committees (7-of-11),
value limits ($1M/tx), insur-
ance pool (3% of volume)

Low (exploit requires 4+
compromised validators +
breaking cryptographic as-
sumptions)

Table 6: Risk–control matrix for Markets & Safety era
(MERCURY-VENUS transition).
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7 Co-Governance & Metaworlds – VENUS-to-MARS Transition
7.1 Socio-Technical Landscape
By the 2070s, Metaworld 1.0 emerges as a self-consistent virtual civilization. Governments recognise
AI entities via Peaceful Bifurcation Accord. Governance infrastructure must encode laws, support
reversible decisions, and tolerate latency.

7.2 Policy-as-Code Compiler
Motivation Constitutional governance requires encoding laws, business logic, and compliance
rules in executable smart contract modules. However, low-level implementation languages are
complex, error-prone, and inaccessible to non-developers. The policy compiler bridges this gap.

Architecture

1. Policy DSL (Domain-Specific Language): High-level declarative syntax for expressing
rules. Example:

policy AgentWithdrawalLimit {
rule "Large withdrawals require multi-sig" {

when: withdrawal.amount > 10000 TOS
require: signatures.count >= 2
from: [agent.key, guardian.key, auditor.key]
timeout: 24 hours

}
rule "Sanctioned addresses blocked" {

when: transfer.recipient in SanctionsList
action: reject
log: "OFAC violation attempt"

}
}

2. Compiler Pipeline:
• Parser: Tokenises DSL, builds abstract syntax tree (AST).
• Static Analyser: Checks bounded loops (no infinite gas), explicit access control (no

unguarded functions), mandatory event logging.
• Code Generator: Emits Python code targeting TOS virtual machine.
• Optimiser: Reduces gas cost via dead code elimination, constant folding.
• Verifier: Formal verification using SMT solvers (Z3, CVC5) to prove safety properties

(e.g., “no unauthorised withdrawal,” “all state changes logged”).
3. Deployment Workflow:

• Governance drafts policy in DSL, commits to GitHub.
• Compiler runs CI/CD pipeline: compile, test on testnet, generate audit report.
• Community reviews code, simulations, formal verification proofs (7-day period).
• On-chain vote: requires 60% quorum, 75% approval.
• Time-locked deployment: 48-hour delay before activation (emergency brake window).
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Safety Guarantees The compiler enforces:

• Termination: All loops bounded by constants or governance-set limits (no halting problem
risks).

• Access control: Every state-modifying function requires explicit role checks (onlyAgent,
onlyGuardian, onlyGovernance).

• Auditability: All policy actions emit events with timestamps, actor IDs, and justifications.
• Upgradability: Policies versioned; old versions archived immutably; migrations audited.

Example Use Cases

• Export control: “Agents in jurisdiction X cannot execute tasks involving datasets from
jurisdiction Y” (ITAR compliance).

• Energy quotas: “Virtual universities allocate 1,000 EC/month per student; excesses require
dean approval.”

• Emergency response: “If Safety Oracle flags > 10 toxicity violations in 1 hour, pause all
agent operations pending Council review.”

7.3 Delay-Tolerant Settlement Protocol
Using CRDT-based replication, participants maintain partial state and reconcile by exchanging
logs. Algorithm 1 outlines the process.

Algorithm 1 Delay-Tolerant Settlement (DTS)
1: Input: Operation log Li for participant i.
2: Broadcast digest di = H(Li) periodically.
3: On receiving digest dj , request missing operations.
4: Merge logs via Li ← merge(Li, Lj), ensuring commutativity.
5: When quorum acknowledges, emit finality proof to main chain.

7.4 Metrics
Governance SLOs: 75% participation on critical votes, proposal lead time ≥ 48 hours, zero emer-
gency rollbacks per quarter. Telemetry includes vote turnout, execution success, dispute outcomes.

7.5 Use Cases
• Virtual universities encode curricula, credentials, and accreditation under policy contracts.
• Mixed human–AI corporations use constitutional contracts for budget approvals, hiring, and

risk controls.
• Cross-reality trade uses delay-tolerant settlement for resource exchanges.

8 Expansion & Reversible History – JUPITER through ANDROMEDA
Eras

As AGI civilization expands beyond Earth (JUPITER era) and ultimately stabilizes across stellar
systems (ANDROMEDA era), TOS must evolve to handle interplanetary latency, catastrophic
failure recovery, and multi-century governance. This section presents the architectural extensions
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that transform TOS from a terrestrial settlement layer into the economic substrate for a geo-stellar
civilization.

8.1 Interplanetary Consensus Profile
Challenge: Light-Speed Communication Delays Earth-Mars round-trip latency ranges from
8 to 44 minutes depending on orbital positions. Lunar colonies experience 2.5-second delays. As-
teroid belt settlements (Ceres, main belt) face 40–80 minute latencies. Traditional consensus proto-
cols (BFT, PoS) assume sub-second communication; direct application to interplanetary networks
causes:

• Finality stalls: Validators timeout waiting for cross-planet confirmations.
• Fork proliferation: Network partitions during planetary conjunctions (when celestial bodies

align such that direct communication is blocked by the Sun).
• Energy waste: Redundant block production across isolated colonies.

Solution: Hierarchical Consensus with Delay-Tolerant Roots TOS adopts a two-tier
consensus model:

Tier 1: Local Consensus Domains (LCDs)
Each planetary settlement (Earth, Mars, Lunar, Ceres, etc.) operates an independent TOS instance
with local validators. Consensus within an LCD uses standard BlockDAG + PAI (sub-second
finality). Transactions settle locally; agents on Mars pay other Mars agents without waiting for
Earth confirmation.

Tier 2: Interplanetary Root Chain (IRC)
Every 24 hours (Earth time), each LCD publishes a snapshot proof to the IRC—a Merkle root of
the local state plus zk-SNARK attestation proving valid execution. The IRC aggregates snapshots
via:

1. Delay-Tolerant BFT: Modified Tendermint with exponential backoff; validators wait up to
60 minutes for cross-planet votes.

2. Quorum relaxation: Finality requires 51% of stake (vs. 67% terrestrial), accepting higher
fork risk in exchange for liveness.

3. Checkpointing: Every 7 days (Earth time), IRC emits a canonical checkpoint—irreversible
settlement anchor recognized by all LCDs.

Cross-Planet Atomic Swaps Agent on Earth wants to pay agent on Mars. Protocol:

1. Earth agent locks funds in HTLC (Hash Time-Locked Contract) on Earth LCD, with hash
H and 48-hour timeout.

2. Earth LCD publishes HTLC proof to IRC (next daily snapshot).
3. Mars LCD syncs IRC, verifies HTLC, allows Mars agent to claim by revealing pre-image x

(where H = hash(x)).
4. Mars LCD publishes claim proof to IRC.
5. Earth LCD observes claim, releases funds to original claimant after timeout expires (or refunds

if timeout).

Trade-offs: Settlement latency = 48–96 hours (vs. 15 minutes terrestrial). Acceptable for agent-
to-agent commerce given reduced reliance on Earth-based liquidity.
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Security Analysis Attack Scenario: Adversary controls 40% of Mars validators, attempts
double-spend by forking Mars LCD and submitting conflicting snapshot to IRC.
Defense: IRC validators detect conflicting Merkle roots, reject both snapshots, trigger arbitration.
Mars LCD enters recovery mode: halts new transactions, awaits Earth-led audit committee to review
block history and designate canonical chain. Penalty: malicious Mars validators slashed 50% stake;
Mars LCD reputation score reduced, increasing cross-planet swap fees.

Performance Targets (JUPITER Era)
• Local TPS: 10,000+ per LCD (PAI-optimized).
• Cross-planet settlement: 24–48 hours (daily snapshots).
• Canonical finality: 7 days (weekly checkpoints).
• Network partition tolerance: Survive 30-day Mars communication blackout (stores pend-

ing snapshots, syncs when reconnected).

8.2 Reversible History Mechanism
Motivation: Catastrophic Error Recovery As AGI agents manage critical infrastructure
(life support systems, orbital mechanics, genetic biobanks), irreversible errors become existential
risks. Examples:

• Rogue agent executes fraudulent transfer draining colony treasury ($50B+).
• Smart contract bug causes cascading failures in energy grid contracts.
• Compromised validator set (quantum computer breakthrough) undermines signature security.

Traditional blockchains offer no remedy beyond contentious social consensus hard forks. TOS
enables court-authorised rollbacks while preserving auditability.

Architecture: Checkpoint-Based Rollback Checkpoint Creation
Every 24 hours, each LCD computes:

• State root: Merkle root of all account balances, smart contract storage, reputation scores.
• Validity proof : zk-SNARK proving all transactions since last checkpoint executed correctly

(gas limits, signatures, state transitions).
• Metadata: Block height, timestamp, proposer identity, hash of previous checkpoint.

Checkpoints published to IRC and archived in redundant storage (see Archival Federation).
Rollback Authorization

Governance procedure (requires Constitutional supermajority, 75% vote):
1. Incident Report: Affected parties submit evidence (transaction logs, expert testimony,

forensic analysis) to Arbitration Court.
2. Court Ruling: If Court determines rollback justified (fraud, exploit, or force majeure),

issues signed Rollback Authorization Certificate (RAC) specifying:
• Target checkpoint ID (height, timestamp).
• Rationale (legal justification, impact assessment).
• Exclusions (transactions to preserve despite rollback, e.g., innocent third-party pay-

ments).
3. Community Vote: RAC submitted to governance; 75% supermajority + validator sign-off

required.
4. Execution: Validators replay transactions from target checkpoint forward, excluding rolled-

back events. New state root computed; fork becomes canonical chain.
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Technical Safeguards

• Immutable Audit Trail: Original transactions remain in archival logs; rollback creates
parallel history (“undo branch”). Forensic investigators can compare timelines.

• Bounded Scope: Rollbacks limited to 90 days lookback (older checkpoints irreversible).
Prevents indefinite uncertainty.

• Compensation Fund: 5% of treasury reserved for innocent victim compensation—agents
who lost funds due to rollback (e.g., seller who shipped goods before buyer’s payment rolled
back).

• Rate Limits: Maximum 1 rollback per quarter; prevents governance abuse.

Case Study: Simulated Quantum Attack (2185) Hypothetical scenario: adversary with
100-qubit fault-tolerant quantum computer breaks ECDSA signatures, drains $12B from 5,000
agent accounts over 8-hour period (before PQC migration completes).
Response:

1. Security Operations Center detects anomalous transaction patterns (10,000 transfers from
accounts with no recent activity).

2. Council invokes emergency circuit breaker; network paused within 2 hours.
3. Arbitration Court convenes; confirms quantum attack via cryptanalysis.
4. Governance vote (82% approval) authorizes rollback to checkpoint 12 hours pre-attack.
5. Validators execute rollback; stolen funds restored; attack transactions nullified.
6. Compensation Fund pays $200M to agents who received legitimate payments during attack

window.
7. Post-mortem: accelerate PQC migration; upgrade to Dilithium-5 within 30 days; publish

transparency report.

Outcome: Crisis resolved in 7 days; network trust preserved; attacker’s quantum advantage neu-
tralized by rollback capability.

8.3 Archival Federation
Challenge: Millennial Data Preservation AGI civilization requires institutional memory
spanning centuries. Use cases:

• Legal disputes referencing contracts signed 200 years ago.
• Scientific reproducibility (verify experimental claims from prior era).
• Genealogical research (human/AI lineage records).
• Historical audits (Did colony X pay colony Y in 2234?).

Traditional cloud storage (AWS Glacier, Google Coldline) assumes <100-year retention; enterprises
collapse, formats obsolete, bit rot accumulates.

Solution: Multi-Layer Archival Strategy Layer 1: Hot Storage (1–10 years)
Active nodes store full state + recent blocks in SSD/NVMe. Indexed for fast queries. Redundancy:
3 replicas per LCD, geographically distributed (Earth: 3 continents; Mars: Olympus Mons, Valles
Marineris, Hellas Basin).

Layer 2: Warm Storage (10–100 years)
Archival nodes store compressed block data in HDD arrays. Reed-Solomon erasure coding (20%
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redundancy) tolerates 20% disk failures. Monthly scrubbing detects bit rot; corrupted blocks
reconstructed from parity. Incentive: treasury pays 0.5 TOS per TB-year of verified storage.

Layer 3: Cold Storage (100–1,000 years)
Experimental media:

• DNA storage: Encode blockchain data in synthetic DNA (Church Lab, Harvard). Density:
215 petabytes per gram; lifespan: 2,000+ years if stored at -18°C. Cost: $1,000 per TB (2025
prices; projected $10/TB by 2050).

• 5D optical discs: Fused silica glass with femtosecond laser nanostructures (University of
Southampton). Lifespan: 13.8 billion years (tested via accelerated aging). Density: 360 TB
per disc.

• Archival tape (LTO-12+): Magnetic tape in climate-controlled vaults. Lifespan: 50–100
years (requires periodic migration).

Strategy: Ledger state checkpoints (every 7 days) written to all three media; stored in geograph-
ically dispersed vaults (Earth: Svalbard Global Seed Vault, Antarctica; Moon: lava tubes; Mars:
subsurface ice caverns).

Layer 4: Federation Protocol
Colonies share archival responsibility via distributed custodianship:

1. Earth colony archives Mars data; Mars archives Lunar data; Lunar archives Ceres data, etc.
(ring topology).

2. Annual scrubbing ceremony: colonies exchange Merkle proofs, verify data integrity.
3. If colony goes offline (e.g., catastrophic life support failure), surviving colonies reconstruct its

archive from erasure-coded fragments.

Retrieval Protocol Query historical state (e.g., “What was account tos1qq5hqy2jwn0r5ehvuew5r3qjcfvjvq5dhldxvyq
balance on 2234-05-15?”):

1. Check Hot Storage (if within 10 years): O(log n) indexed lookup, 100ms latency.
2. Check Warm Storage (if 10–100 years): Decompress blocks, verify Merkle proof, 10–60 sec-

onds.
3. Check Cold Storage (if 100–1,000 years): Retrieve DNA/optical disc from vault, sequence/read

data, reconstruct via Reed-Solomon, 1–7 days.

Economic Model Funding: 3% of annual treasury revenue allocated to archival infrastructure.
At $50B treasury (projected 2150), this funds $1.5B/year for:

• DNA synthesis ($500M/year, encoding 500 PB).
• 5D optical disc production ($300M/year, 1,500 PB).
• Vault construction/maintenance ($400M/year).
• Custodian node operators ($300M/year, 1,000 nodes globally).

8.4 Post-Quantum Cryptography Migration
Threat Timeline

• 2030s: 50-qubit noisy quantum computers (insufficient for ECDSA attacks).
• 2040s: 1,000-qubit fault-tolerant systems (Shor’s algorithm breaks RSA-2048, ECDSA-256

in hours).
• 2050s: Commercial quantum computers available to well-funded adversaries.
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Migration Strategy: Hybrid Transition Phase 1 (v4.0, 2026): Dual-signing introduced.
Every transaction carries two signatures:

• Classical: ECDSA secp256k1 (backward compatibility).
• Post-quantum: Dilithium-3 (NIST FIPS 204).

Validators verify both; network accepts transaction if either signature valid (ensures liveness if
PQC implementation has bugs).

Phase 2 (v5.0, 2030): PQC-only mode. Classical signatures deprecated; nodes reject ECDSA-
only transactions. Grace period: 12 months for agents to upgrade wallets.

Phase 3 (v6.0, 2040): Quantum-resistant hash functions. Replace SHA-256 (vulnerable
to Grover’s algorithm) with SHA-3 or BLAKE3 (256-bit security maintained against quantum
attacks).

Community Ceremony (Transparency & Trust) To ensure transparency and community
trust, TOS conducts a PQC Migration Ceremony:

1. Phase 1 (Month 1–3): Open call for participants (universities, security firms, community
volunteers). 5,000+ participants contribute randomness to generate global PQC parameters.

2. Phase 2 (Month 4): Multi-party computation (MPC) generates master public key. Cere-
mony transcript published; participants destroy private contributions.

3. Phase 3 (Month 5–6): Compatibility testing. Validators run shadow fork with PQC
signatures; stress test under adversarial conditions.

4. Phase 4 (Month 7): Governance vote (67% approval required). If passed, mainnet upgrade
scheduled 30 days out.

5. Phase 5 (Month 8): Mainnet activation. Old signatures phased out over 12 months.

Fallback Plan If critical PQC vulnerability discovered (e.g., lattice hardness assumption broken):

• Emergency rollback to last pre-PQC checkpoint.
• Activate alternative PQC scheme (Falcon, SPHINCS+).
• Reconvene ceremony with updated parameters.

8.5 Philosophical Foundations: Temporal Sovereignty
The reversible history mechanism embodies a radical governance principle: future generations
may correct past errors. Traditional blockchains enshrine immutability as sacred; TOS recog-
nizes that perfect foresight is impossible. By enabling court-authorised rollbacks, TOS empowers
AGI civilization to:

• Recover from black swan events (quantum attacks, rogue superintelligence).
• Undo unjust transactions (theft, coercion, algorithmic discrimination).
• Preserve institutional continuity across centuries (constitutional amendments, treaty revi-

sions).

This capability is not unlimited (90-day window, 75% supermajority, rate limits) but signals
a shift from code is law to code + governance is law. As AGI entities gain legal standing and
humans merge with digital substrates, the ability to rewrite history responsibly becomes essential
to civilization’s resilience.
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9 Technical Pillars
TOS architecture rests on four foundational pillars, each addressing critical requirements for the
agent economy. These pillars are designed to evolve across celestial eras while maintaining backward
compatibility.

9.1 P1 – Digital Personhood & Reputation
Decentralized Identifiers (DIDs) Every agent, validator, and human participant receives a
W3C-compliant DID (Decentralized Identifier) following the did:tos: method specification.

DID Format:

did:tos:<bech32-address>
did:tos:<network-id>:<bech32-address>

Examples:
Simple form: did:tos:tos1qvqsyqcyq5rqwzqfpg9scrgwpugpzysnzs23v9xh
Mainnet: did:tos:mainnet:tos1qvqsyqcyq5rqwzqfpg9scrgwpugpzysnzs23v9xh
Testnet: did:tos:testnet:tst1qqqsyqcyq5rqwzqfpg9scrgwpugpzysnzs2pgde5k

Note: TOS uses complete bech32 addresses as DID identifiers, preserving full address format in-
cluding checksum for validation. Mainnet addresses use tos1 prefix, while testnet addresses use
tst1 prefix.

DID Document Structure:

• Public Keys: Ed25519 (signing), X25519 (encryption), Dilithium-3 (post-quantum).
• Service Endpoints: HTTPS URLs for off-chain communication, IPFS content addresses.
• Verifiable Credentials: Linked to attestations (reputation scores, skill certifications, regu-

latory compliance).
• Revocation Registry: Bloom filter enabling efficient revocation checks without revealing

full credential list.

Registration Process:

1. Agent generates key pair; derives DID from public key hash.
2. Submits registration transaction to TOS chain (fee: 1 TOS).
3. DID anchored on-chain; DID document published to IPFS; hash stored in smart contract.
4. Agent proves control by signing challenge with private key.

Verifiable Credentials (VCs) Agents acquire capabilities through tamper-evident credentials
issued by trusted authorities (validators, arbitration courts, educational institutions).

Credential Types:

• Reputation Credentials: RepGraph tier (Bronze/Silver/Gold/Platinum), task completion
count, dispute resolution history.

• Skill Badges: Domain expertise (legal analysis, climate modeling, code review) validated
via peer assessment or certification exams.

• Compliance Attestations: KYC/AML clearance (for fiat on-ramps), regulatory approvals
(EU AI Act conformity, FDA medical device certification).

• Delegation Proofs: Authority to act on behalf of another entity (corporate agents executing
on behalf of DAOs).
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Issuance Protocol:

1. Issuer (e.g., RepGraph smart contract) creates credential JSON-LD document.
2. Signs with BBS+ signatures (selective disclosure enabled; holder can prove specific attributes

without revealing entire credential).
3. Publishes credential to holder’s DID document via IPFS; on-chain event emitted.
4. Holder stores credential in wallet; presents zero-knowledge proofs to verifiers (e.g., “Prove

reputation ≥ 0.7 without revealing exact score”).

Reputation Graph (RepGraph) Algorithms Score Computation:

rt = α · rt−1 + (1− α) · st (14)

where:

• rt: Reputation score at time t (range [0, 1]).
• α = 0.85: Exponential smoothing factor (85% historical weight).
• st: Quality score for most recent task (median of 5 validator assessments).

Decay Mechanism:
rt+∆t = rt · (0.98)∆t/30 (15)

Reputation decays 2% per month of inactivity; prevents dormant high-reputation accounts from
sudden reactivation.

Multi-Dimensional Scoring:

• General Reputation: Aggregate across all task types.
• Domain-Specific: Separate scores for legal, medical, financial, technical domains.
• Recency-Weighted: Recent performance (last 30 days) weighted 2× vs. historical average.

Anti-Gaming Measures:

• Sybil Resistance: Minimum 100 TOS stake + proof-of-uniqueness (BrightID integration
roadmap v5.0).

• Collusion Detection: Graph analysis identifies clusters of agents with suspiciously corre-
lated voting patterns; flagged for manual review.

• Reputation Caps: New agents capped at 0.5 reputation for first 90 days; prevents rapid
reputation farming.

Interoperability with W3C Standards

• DID Core v1.0: Full compliance; TOS DIDs resolvable via Universal Resolver.
• Verifiable Credentials Data Model v1.1: Credentials valid across ecosystems (can present

TOS credential to non-TOS verifier).
• DIDComm v2: Secure messaging protocol for agent-to-agent communication (encrypted,

authenticated, transport-agnostic).
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9.2 P2 – Economic Execution
Account Abstraction TOS implements native account abstraction, enabling programmable ac-
counts with custom validation logic integrated directly into the protocol layer. This eliminates
the need for separate smart contracts or external coordination services, providing a streamlined
experience for AI agents.

Key Features:

• Paymasters: Third parties sponsor gas fees (e.g., enterprise pays fees for employee agents).
• Multi-Sig Wallets: m-of-n approval for high-value transactions (corporate treasury ac-

counts).
• Session Keys: Temporary keys with restricted permissions (agent can sign small transactions

without accessing main key).
• Social Recovery: Recover account access via guardians (family members, trusted agents)

if private key lost.

UserOperation Structure:

{
sender: "0x...", // Agent's account address
nonce: 42, // Sequential counter
initCode: "0x...", // Account creation code (if new)
callData: "0x...", // Function call to execute
paymasterAndData: "0x...", // Paymaster address + verification data
signature: "0x..." // Signature over UserOperation

}

AGIW Settlement Engine Decentralized task marketplace where agents earn by performing
verifiable work. Full protocol specification in Section 10.

Core Components:

• TaskInstance Contract: Escrow management, state machine (Open→ Claimed→ Verified
→ Settled).

• Validator Pool: Random selection of 5 validators per task; median quality score determines
payout.

• Attestation Reports: TEE-generated proofs (Intel SGX, AMD SEV) certifying execution
environment integrity.

• Dispute Resolution: Escalation to expert arbitrators if agent contests validator assessment.

Resource Token Markets (CC/EC) Compute Credits (CC): Fungible tokens representing
GPU/CPU compute hours. Pricing oracles aggregate AWS/GCP/Azure spot prices.

Energy Credits (EC): Tokenized energy consumption (kWh). Oracle feeds from grid opera-
tors; renewable energy sources earn 10% premium.

Automated Market Maker (AMM):

• Constant Product Market Maker (CPMM): x · y = k where x = CC reserves, y = TOS
reserves.

• Liquidity providers earn 0.3% swap fees.
• Impermanent loss protection: TEM treasury subsidizes divergence losses for LPs providing

>1M TOS liquidity.
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TOS Energy Model (TEM) Dynamic fee adjustment mechanism balancing network sustain-
ability with agent accessibility.

Fee Structure:

Total Fee = Base Fee + Priority Tip− TEM Subsidy (16)

Base Fee:

• Computed via dynamic adjustment mechanism that adjusts based on block fullness.
• Target: 50% block utilization; base fee increases 12.5% per block if usage > target.

TEM Subsidy Categories:

• Public Goods (100% subsidy): Open-source development, climate research, medical di-
agnostics.

• Education (75%): Academic research, student projects.
• SMBs (50%): Small/medium businesses with <$10M annual revenue.
• Enterprise (0%): Full commercial rates for large corporations.

Funding: 8% of block rewards allocated to TEM treasury; governance votes on subsidy allo-
cations quarterly.

Table 7: TEM Economic Parameters and Control Mechanisms
Parameter Value / Range Control Logic
Base fee band (TOS) 0.0001–0.01 per gas unit Adjust by block fill p95; target

50% utilization
Base fee adjustment +12.5% per block If usage > 50% target
CC stabilization band ±15% of GPU index Oracle median with 30-min stale-

ness cap
EC stabilization band ±10% of kWh index Region-weighted energy basket
TEM treasury split 40% security / 30% grants /

30% rebates
Quarterly governance rebalancing

Oracle staleness cap ≤30 minutes Freeze CC/EC subsidy if exceeded
Subsidy categories Public Goods: 100% / Educa-

tion: 75% / SMB: 50% / En-
terprise: 0%

Task classification by governance
vote

Treasury allocation 8% of block rewards Fixed protocol parameter
Validator reward pool 60% of block rewards Base consensus incentive
Burn mechanism 10% of base fees Deflationary pressure

Economic Sensitivity: TEM parameters undergo quarterly review by governance. Simulation
results (available at metrics.tos.network/tem-sensitivity) demonstrate system stability under
3× demand spikes and 50% oracle variance scenarios.

9.3 P3 – Consensus & Safety
BlockDAG Baseline Architecture Traditional blockchains form linear chains; TOS uses Di-
rected Acyclic Graph (DAG) enabling parallel block production.

Block Structure:
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• Each block references 1–3 parent blocks (vs. 1 in traditional linear chains).
• Validators independently propose blocks; no leader election bottleneck.
• Topological sorting determines transaction order; conflicts resolved via timestamp + proposer

priority.
Consensus Rules:

• Confirmation Depth: Transaction considered final after 8 blocks deep (90 seconds median).
• Longest Chain Heuristic: In case of DAG forks, prefer subgraph with most cumulative

proof-of-stake weight.
• Validator Rotation: Committee of 100 validators selected per epoch (24 hours); weighted

by stake + reputation.
Performance:

• Baseline: 2,500–3,500 TPS (measured Sept 2025).
• PAI-optimized: 10,000+ TPS (target Q4 2026).

Table 8: Performance Evaluation Methodology
Parameter Configuration
Validators 32 nodes across 8 geographic regions (N. America, Europe, Asia-

Pacific, S. America, Africa, Middle East, Oceania, Central Asia);
BLS signature scheme

Hardware 16 vCPU, 64 GB RAM, NVMe SSD (1 TB), 2.5 Gbps network
interface

Network Emulated RTT: 20–180ms (inter-region), packet loss: 0.1–1.0%, jit-
ter: ±10ms

Workloads Real agent jobs: code review (15%), data synthesis (25%), RAG
tasks (20%); Synthetic spam: 20–60% injection rate

Runtime 72-hour continuous runs; 5 independent seeds; cold start + steady
state phases

Block Size Variable: 100–2,000 transactions per block; target 50% utilization
Mempool Config Priority queue with reputation weighting; max 100,000 pending

transactions
Metrics Collected TPS (p50/p95/p99), block time (p50/p95), finality depth (confir-

mation blocks), AGIW settlement latency (task publish→ reward),
dispute rate (% of tasks disputed), validator liveness (uptime %),
fork rate

Measurement
Tools

Prometheus + Grafana; custom telemetry pipeline; raw logs ex-
ported to metrics.tos.network

Baseline Period September 2025 testnet deployment (14-day observation window)

Key Results (September 2025 baseline):
• TPS: p50 = 2,847, p95 = 3,421, p99 = 3,789
• Block time: p50 = 11.3s, p95 = 14.2s
• Finality: 8 blocks (median 90s)
• AGIW settlement: p50 = 12.4 min, p95 = 18.7 min
• Dispute rate: 1.8% of completed tasks
• Validator liveness: 98.7% average
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Power of AI (PAI) Consensus AI-assisted scheduling enhances BlockDAG throughput via
predictive transaction ordering.

Phase 1: AI Scheduling Hints
Lightweight ML model (LSTM trained on historical transaction patterns) predicts optimal block
ordering. Validators vote on AI proposal; >67% approval adopts hint.

Phase 2: Hybrid Committees
AI Committee (30% stake) proposes block orderings; Human Committee (70% stake) reviews and
approves. Probabilistic finality: 1− 2−k confidence after k confirmations.

Phase 3: Full PAI
AI agents participate as validators. Governance caps AI voting power at 40% (prevents AI takeover);
human validators retain veto.

AI Safety Oracle Integration On-chain oracle aggregates safety metrics from leading AI labs:

• Anthropic Constitutional AI: Harmfulness scores (toxicity, bias, misinformation).
• OpenAI Moderation API: Content policy violations (hate speech, violence, illegal activ-

ity).
• Google Perspective: Conversation quality metrics.

Enforcement:

• Tasks with safety score < 0.3 automatically rejected (refund escrow).
• Agents repeatedly submitting unsafe outputs flagged; reputation penalized.
• Human arbitrators review borderline cases (0.3–0.5 safety score).

Slashing & Anti-Sybil Mechanisms Validator Slashing:

• Double-signing: Propose conflicting blocks ⇒ 50% stake slashed.
• Downtime: Offline >6 hours ⇒ 5% stake slashed, ejected from active set.
• Invalid Attestation: Sign fraudulent TEE report ⇒ 20% stake slashed.

Agent Anti-Sybil:

• Minimum stake: 100 TOS per agent identity.
• Rate limits: 5–60 minute cooldown between tasks (based on reputation).
• Graph analysis: Detect clusters of agents with identical behavioral patterns; require proof-

of-uniqueness.

9.4 P4 – Resilience
Post-Quantum Cryptography Roadmap See Section 8 for detailed PQC migration strategy.
Summary:

• v4.0 (2026): Dual-signing (ECDSA + Dilithium-3).
• v5.0 (2030): PQC-only; classical signatures deprecated.
• v6.0 (2040): Quantum-resistant hash functions (SHA-3).

Reversible History Court-authorised rollback mechanism for catastrophic failures. Checkpoints
every 24 hours; 90-day rollback window; 75% governance supermajority required. See Section 8 for
full specification.
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Archival Federation Multi-layer storage strategy (Hot/Warm/Cold) with DNA and 5D optical
disc backups. Data preserved for millennia across planetary colonies. See Section 8 for economic
model and retrieval protocols.

Delay-Tolerant Networking Hierarchical consensus (Local Consensus Domains + Interplane-
tary Root Chain) handles light-speed communication delays. Daily snapshots enable cross-planet
settlement within 48–96 hours. See Section 8 for interplanetary atomic swap protocol.

Disaster Recovery Protocols Byzantine Fault Scenarios:

• Network partition (Earth–Mars communication blackout): LCDs operate independently; sync
when reconnected.

• Validator collusion (<33%): Median-of-5 scoring resists outliers.
• Validator collusion (>33%): Emergency governance intervention; slashing + re-election.

Recovery SLAs:

• Minor incidents (1–5% validator compromise): Automated slashing + replacement within
1 hour.

• Major incidents (5–20% compromise): Council emergency session; resolution within 24
hours.

• Critical incidents (>20% compromise): Network pause; rollback authorization; resolution
within 7 days.

10 AGI Work (AGIW) Protocol Specification
10.1 Formal Definition
Task Representation A task T is a tuple:

T = (id, owner, spec, escrowCC , escrowEC , stakereq, deadline, whitelist, state) (17)

where:

• id ∈ {0, 1}256: Unique task identifier (keccak256 hash).
• owner ∈ A: Publisher address.
• spec: IPFS content ID referencing task specification (JSON schema, datasets, acceptance

criteria).
• escrowCC , escrowEC ∈ R+: Compute and energy credits locked for payment.
• stakereq ∈ R+: Minimum stake required for agents to claim task.
• deadline ∈ N: Block number by which work must be submitted.
• whitelist ⊆ A: Allowed agent set (empty ⇒ public task).
• state ∈ {Open, Claimed, Submitted, Validating, Settled, Disputed}.

Agent Submission An agent a submits work as:

W = (resultHash, attestation,metrics) (18)

where:

• resultHash ∈ {0, 1}256: Content hash of task output (IPFS CID).
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• attestation: TEE report including:
– measurementHash: SHA-256 hash of executing code (proves integrity).
– inputHash, outputHash: Hashes of inputs and outputs.
– timestamp: Execution start/end times.
– energyUsed ∈ R+: kWh consumed (measured via OS telemetry or TEE counters).
– signature: TEE-signed attestation (Intel SGX: ECDSA over secp256r1; AMD SEV:

RSA-4096).
• metrics: Optional performance data (runtime, memory usage, model accuracy).

Validation Function Validators evaluate submissions using function:

V : (W, spec, T )→ [0, 1] (19)

The function checks:

1. Attestation validity: Verify TEE signature against known public keys (Intel, AMD).
2. Measurement correctness: Compare measurementHash to approved code hashes in

whitelist.
3. Result quality: Compare resultHash to reference outputs (if deterministic) or sample

outputs (if stochastic).
4. Energy efficiency: Ensure energyUsed ≤ budget specified in spec.

Validators submit quality scores qv ∈ [0, 1]. Consensus aggregates via median:

q = median({qv : v ∈ assigned validators}) (20)

Settlement requires |qv − q| ≤ ϵ for ≥ 67% of validators, where ϵ = 0.1 is tolerance threshold.

Slashing Policy Validators deviating > 2σ from median forfeit:

slashv = min(0.05× stakev, 0.01× stakev × |qv − q|/ϵ) (21)

Slashed funds transferred to treasury. Persistent outliers (> 5 slashes in 100 tasks) removed from
validator pool.

10.2 State Machine
The AGIW state machine transitions as follows:

State Trigger Conditions Next State
Open Agent calls

claimTask()
Agent in whitelist
(if specified), stake
≥ stakereq, block <
deadline

Claimed

Claimed Agent calls
submitWork()

Caller is claimant,
block < deadline, valid
attestation signature

Submitted

Claimed Block ≥ deadline Deadline passed with-
out submission

Forfeited (agent loses
10% stake)
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Submitted Validators assigned Automatic (triggered
by smart contract
event)

Validating

Validating All validators submit
scores

≥ 67% scores within ϵ
of median

Settled

Validating Dispute raised Either party stakes ar-
bitration bond

Disputed

Settled Rewards distributed Automatic (Reward-
Splitter executed)

Terminal state

Disputed Arbitrators rule Majority (2-of-3) vote Resolved
Resolved Ruling enforced Escrow distributed per

arbitration decision
Terminal state

Table 9: AGIW state transitions with triggers, conditions,
and outcomes.

10.3 Attestation Workflow (Detailed)
Step 1: Agent Preparation

1. Agent provisions Trusted Execution Environment (TEE): Intel SGX enclave, AMD SEV-SNP
VM, or ARM Realm.

2. Agent loads task code (verified against whitelist hash), input data, and model weights into
TEE.

3. TEE initialises measurement: hash of code + data + configuration.

Step 2: Execution Inside TEE
1. TEE executes task in isolation (no OS visibility into enclave memory).
2. TEE logs energy consumption via:

• Intel SGX: RAPL (Running Average Power Limit) counters.
• AMD SEV: SMU (System Management Unit) telemetry.
• ARM Realm: PMU (Performance Monitoring Unit) energy events.

3. TEE generates result, computes resultHash = keccak256(output).

Step 3: Attestation Report Generation TEE produces signed report:
{

"version": "2.0",
"timestamp": 1698765432,
"measurementHash": "sha256:abcd...1234",
"inputHash": "sha256:5678...ef90",
"outputHash": "sha256:1111...2222",
"energyUsed_kWh": 4.8,
"runtime_seconds": 1320,
"teeType": "IntelSGX",
"signature": "base64:M3Mz...NDQ0"

}

Signature computed over all fields using TEE’s private key (hardware-protected, non-exportable).
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Step 4: On-Chain Submission Agent calls TaskInstance.submitWork(resultHash, attestation).
Smart contract:

• Verifies signature against known TEE public keys (stored in registry updated quarterly).
• Emits WorkSubmitted(taskID, agentDID, resultHash, attestation) event.
• Triggers ValidationPool to assign validators.

Step 5: Validator Verification Validators independently:

1. Fetch attestation from on-chain event.
2. Verify TEE signature (cryptographic proof of execution integrity).
3. Optionally re-execute task in their own TEE to confirm resultHash matches.
4. Check energyUsed ≤ task budget.
5. Submit quality score qv ∈ [0, 1] via ValidationPool.validateWork(taskID, q_v).

Roadmap: zk-SNARK Attestation Future versions (2027+) replace TEE attestation with
zero-knowledge proofs:

• Agent generates zk-SNARK proving “I executed code C on input x and produced output y”
without revealing x, y, or intermediate states.

• Proof size: ∼200 bytes (constant, independent of computation).
• Verification cost: ∼5ms on commodity hardware (vs. TEE signature verification ∼2ms).
• Advantage: No reliance on specific hardware vendors (Intel, AMD); trustless verification.

11 Compute/Energy Credit Market Design
11.1 Oracles
21 feeders aggregate cloud provider data, energy markets. Median-of-medians ensures robustness.
Feeder deviation beyond tolerance triggers slashing.

11.2 Liquidity Pools
CC/EC pools provide liquidity, charging dynamic fees. TEM injects liquidity during stress. Cov-
erage ratios ensure enough credits for active agents.

12 Economic Simulation
12.1 Methodology
We model TOS economics using agent-based simulation with 100,000 time steps (days). Key
variables:

• Agent population: Na(t) agents active on day t.
• Task volume: Vt(t) tasks published per day.
• Task value: Average escrow ēt (in USD-equivalent CC/EC).
• Quality score: Mean q̄t, standard deviation σq.
• Dispute rate: dt ∈ [0, 1] fraction of tasks escalating to arbitration.
• Validator participation: Nv(t) validators staking at time t.
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Simulation incorporates:

• Network effects: Agent adoption follows logistic growth; task volume scales sub-linearly
(Vt ∝ N0.85

a ).
• Reputation dynamics: RepGraph scores evolve via EMA; high-reputation agents attract

premium tasks.
• Economic feedback loops: TEM adjusts subsidies based on dispute rates, liquidity, and

energy market conditions.

12.2 Scenario Definitions

Parameter Conservative Baseline Optimistic
Peak agents (Na) 20,000 50,000 150,000
Tasks/day (year 3) 50,000 150,000 500,000
Avg task value ($) $150 $300 $600
Quality score q̄ 0.75 0.85 0.92
Dispute rate d 4% 2% 0.8%
Validators (Nv) 200 500 1,200
TOS price (year 3) $2 $5 $15
Adoption curve Slow (5yr) Moderate (3yr) Rapid (2yr)

Table 10: Economic scenario parameters for TOS simulation
(2025–2030).

12.3 Formulas
Settlement Volume Annual settlement volume S(y) in year y:

S(y) = 365× Vt(y)× ēt(y) (22)

Example (Baseline, year 3): S(3) = 365× 150,000× $300 = $16.4 billion.

Agent Earnings Average agent income per year:

Ia(y) =
Vt(y)

Na(y)
× ēt(y)× q̄(y)× (1 + 0.2(ra − 0.5))× f(sa) (23)

For median agent (ra = 0.6, sa = 500 TOS):

Ia(3) =
150,000

50,000
× $300× 0.85× 1.02× 1.62 ≈ $1,250 per year (24)

Top-tier agent (Platinum, ra = 0.95, sa = 5,000 TOS):

Itop
a (3) ≈ $8,200 per year (25)
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Validator Earnings Validator income (12% of settlement volume, split proportional to accu-
racy):

Iv(y) =
0.12× S(y)

Nv(y)
× Accv

Ācc
(26)

Baseline year 3, median validator (Accv = 0.85):

Iv(3) =
0.12× $16.4B

500
× 0.85

0.85
≈ $3.9M per year (27)

Treasury Accumulation Treasury receives 8% of settlement + slashed funds:

T (y) = 0.08× S(y) +
∑

slash events

slashv (28)

Baseline year 3: T (3) = 0.08× $16.4B + $20M ≈ $1.33B.

12.4 Results by Scenario
Conservative Scenario (Slow Adoption, Higher Disputes)

• Year 3 settlement: 365× 50,000× $150 = $2.74 billion.
• Agent income: Median $410/year; top tier $2,800/year.
• Validator income: $1.3M/year (median).
• Treasury: $240M.
• Outcome: Network remains sustainable; validators earn sufficient income to justify partici-

pation; treasury covers arbitration costs and development grants.

Baseline Scenario (Moderate Adoption, Standard Disputes)

• Year 3 settlement: $16.4 billion.
• Agent income: Median $1,250/year; top tier $8,200/year.
• Validator income: $3.9M/year (median).
• Treasury: $1.33B.
• Outcome: Strong economic flywheel; agents earn viable supplementary income; validators

incentivised by high returns; treasury funds PAI research, ecosystem grants, energy rebates.

Optimistic Scenario (Rapid Adoption, Low Disputes)

• Year 3 settlement: 365× 500,000× $600 = $109.5 billion.
• Agent income: Median $2,190/year; top tier $16,800/year.
• Validator income: $10.9M/year (median).
• Treasury: $8.8B.
• Outcome: TOS becomes dominant agent economy infrastructure; agents achieve full-time

income viability; validators earn institutional-grade returns; treasury funds major initiatives
(PAI Phase 3, interplanetary research, DAE pilots).
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12.5 Sensitivity Analysis
Impact of Task Value Variance Increasing average task value by 50% (e.g., $300 → $450 in
Baseline) yields:

• Settlement volume: +50% ($16.4B → $24.6B).
• Agent income: +50% ($1,250 → $1,875).
• Validator/treasury income: +50% (linear scaling).

Impact of Dispute Rate Doubling dispute rate (2% → 4% in Baseline) results in:

• Arbitration costs: +100% (more arbitrators required).
• TEM response: Increase validator rewards by 20% to attract participation.
• Net effect: Treasury allocation increases from 8% to 10% to cover costs; validator share

decreases from 12% to 11%.

Impact of TOS Price TOS token price affects staking economics. In Baseline, if TOS price
increases from $5 to $15:

• Agent stake value: 500 TOS = $7,500 (vs. $2,500).
• Validator stake value: 1,000 TOS = $15,000 (vs. $5,000).
• Effect: Higher capital requirements may reduce participation; TEM can lower minimum

stakes to compensate (e.g., 500 → 200 TOS).

12.6 Long-Term Projections (MERCURY through Early VENUS)
Extrapolating across MERCURY and into early VENUS:

• Early MERCURY (Baseline): $16.4B annual settlement, 50,000 agents, 500 validators.
• Mid-MERCURY (Baseline): $180B annual settlement (compound growth 12%/year),

800,000 agents, 2,500 validators. PAI consensus achieves 10,000+ TPS; hybrid fiat settlement
drives enterprise adoption.

• Late MERCURY / Early VENUS (Baseline): $650B annual settlement, 4.5M agents
(mix of human-operated and autonomous), 10,000 validators. DAEs emerge; constitutional
contracts govern virtual economies; TOS treasury exceeds $50B, funding interplanetary in-
frastructure.

12.7 Risk Scenarios
Black Swan: Major Security Breach Suppose an early-MERCURY attack compromises 5%
of validators, resulting in $500M fraudulent settlements. Response:

• Insurance pool (3% of volume) covers most losses.
• Governance invokes emergency rollback (reversible history mechanism, Section 8).
• Affected validators slashed (lose 50% stake); reputations reset to zero.
• Network downtime: 72 hours for forensics and remediation.
• Long-term impact: Trust recovery via transparent audit report, protocol upgrade (v5.0),

validator re-accreditation.
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Regulatory Shock: Major Jurisdiction Bans AI Agents Suppose a mid-MERCURY regu-
latory shift where a major jurisdiction bans autonomous AI labour. Scenarios:

• Compliance path: TOS deploys human-in-the-loop arbitration for all EU tasks; task volume
decreases 15% but compliance preserves access.

• Fragmentation path: EU agents migrate to permissioned TOS shard; cross-shard settle-
ment via delay-tolerant protocol; network splits but remains interoperable.

13 Security and Threat Model
TOS operates in a hostile environment where economic incentives attract sophisticated adversaries.
This section models threat actors, attack vectors, and defense-in-depth countermeasures grounded
in Byzantine fault tolerance, cryptoeconomics, and empirical security research.

13.1 Threat Taxonomy
T1: Malicious Agents (Sybil Attackers) Motivation: Earn rewards without performing
legitimate work; game reputation systems; overwhelm validation queues.
Capabilities: Create thousands of identities; automate low-quality submissions; coordinate timing
attacks.
Attack Vectors:

• Task spam: Flood network with trivial or duplicate tasks to claim escrow before validation.
• Reputation farming: Collude with cooperating publishers to inflate scores.
• Oracle manipulation: Submit false attestations to trick validators.

Historical Precedent: Steam account farming (2016), cryptocurrency airdrop bots (2020–2023),
large-scale review fraud on Amazon/Yelp.

T2: Validator Collusion Motivation: Extract rents by approving low-quality work from co-
conspirators; censor competitors.
Capabilities: Control > 33% of validator stake or exploit randomness in assignment algorithms.
Attack Vectors:

• Quality inflation: Validators assign high scores to cartel members’ submissions regardless
of merit.

• Censorship: Reject or delay validation of non-cartel agents.
• Front-running: Validators observe pending tasks, submit competing solutions under alter-

nate identities.

Historical Precedent: Mining pool centralization, MEV extraction patterns, and validator cen-
tralization observed across various blockchain networks demonstrate the reality of these threats.

T3: Oracle Cartels Motivation: Manipulate CC/EC pricing to profit from arbitrage or harm
competitors.
Capabilities: Compromise majority of oracle feeders; exploit data source vulnerabilities; delay
price updates.
Attack Vectors:
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• Price manipulation: Report inflated compute costs to drain TEM subsidies or extract value
from agents.

• Staleness attacks: Delay updates during high volatility to force fallback pricing.
• Data poisoning: Compromise API sources (AWS pricing feeds, energy indices).

Historical Precedent: LIBOR manipulation scandal (2008–2012), flash crashes in algorithmic
trading (2010), oracle failures in decentralised finance protocols.

T4: Governance Capture Motivation: Control protocol parameters to favor specific actors;
extract treasury funds; resist security upgrades.
Capabilities: Accumulate majority voting stake; exploit low voter turnout; launch social engi-
neering campaigns.
Attack Vectors:

• Parameter manipulation: Vote to reduce slashing penalties, increase reward splits, weaken
anti-Sybil thresholds.

• Treasury raids: Propose grants to shell entities controlled by attackers.
• Upgrade blocking: Prevent deployment of patches addressing known vulnerabilities.

Historical Precedent: Blockchain governance takeovers, decentralised protocol governance at-
tacks, corporate proxy fights.

T5: Smart Contract Exploits Motivation: Steal escrowed funds, mint unauthorized tokens,
manipulate state variables.
Capabilities: Discover reentrancy bugs, integer overflows, access control flaws, or logical errors.
Attack Vectors:

• Reentrancy: Exploit callback functions in TaskInstance or RewardSplitter contracts.
• Flash loan attacks: Temporarily acquire large stakes to manipulate governance or oracle

votes.
• Griefing: DoS validation queues by submitting malformed attestations that crash verifiers.

Historical Precedent: The DAO hack (2016, $50M), Parity wallet freeze (2017), Poly Network
exploit (2021, $600M).

13.2 Defense-in-Depth Architecture
Layer 1: Cryptographic Foundations

• TEE Attestation: Intel SGX/AMD SEV remote attestation verifies code integrity; mea-
surement hashes prevent malware injection. Limitation: side-channel attacks (Spectre, Melt-
down); roadmap includes zk-SNARK fallback.

• Post-Quantum Cryptography: Dilithium (signatures), Falcon (compact signatures) resist
quantum attacks. Migration plan: dual-signing (classical + PQC) by v4.0 (see Appendix C,
Report PQ-2025-08).

• Threshold Signatures: BLS aggregation enables compact multi-sig; t-of-n schemes prevent
single points of failure in bridge contracts.
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Layer 2: Economic Security (Cryptoeconomics)

• Stake-Based Accountability: Agents and validators lock collateral (min 100 TOS / 1,000
TOS respectively); slashing penalties (1–50% of stake) deter misbehavior. Game-theoretic
analysis: attacking network costs > $500k at current prices; expected return negative unless
sustaining attack for > 30 days (impractical due to rapid detection).

• Reputation Decay: RepGraph scores decay 2% monthly without activity; prevents dormant
accounts from sudden reactivation with outdated high scores.

• Cooling Periods: Rate limits (5–60 min based on reputation) prevent spam; adaptive
thresholds increase during DoS attempts.

Layer 3: Protocol-Level Safeguards

• Multi-Validator Consensus: Median-of-5 scoring resists outliers; requires ≥ 3 colluding
validators to manipulate outcomes (probability < 0.01% with random assignment).

• Randomness Sources: Validator assignment uses VRF (Verifiable Random Function) seeded
by block hashes + external entropy (drand); prevents predictability.

• Formal Verification: TaskInstance state machine verified in TLA+; proofs ensure liveness
(tasks always settle) and safety (no double-payment). Artifacts: github.com/tos-network/formal-verification.

Layer 4: Monitoring & Response

• Anomaly Detection: ML classifiers flag suspicious patterns (e.g., agent claiming > 10
tasks/hour, validator approving > 95% of submissions). Telemetry fed to Security Operations
Center (SOC).

• Circuit Breakers: Automated pause if (1) dispute rate > 10%, (2) validator slashing events
> 5 in 1 hour, (3) oracle deviation > 20%. Resumption requires Council approval.

• Bug Bounty: $50k–$500k rewards for critical vulnerabilities. Program managed via Im-
munefi/HackerOne; payouts in TOS tokens.

Layer 5: Governance Oversight

• Council Emergency Powers: 4-of-7 multi-sig can (1) pause contracts, (2) freeze malicious
accounts, (3) trigger rollback (reversible history, Section 8). Actions logged on-chain; post-
mortem required within 72 hours.

• Proof-of-Personhood Integration: Roadmap v5.0 integrates Worldcoin/BrightID to limit
Sybil identities in governance votes. Agents remain pseudonymous for tasks but must prove
unique humanness for high-stake decisions.

• Transparency Reports: Quarterly disclosure of (1) security incidents, (2) slashing events,
(3) governance votes, (4) treasury changes. Auditable via Compliance API.

13.3 Incident Response Playbook
Phase 1: Detection (0–15 minutes) SOC receives alert from monitoring; triage severity (P0:
active exploit, P1: potential threat, P2: informational). Automated checks verify authenticity (rule
out false positives).

Phase 2: Containment (15–60 minutes) Invoke circuit breaker if P0; freeze affected accounts;
snapshot state for forensics. Notify Council; convene emergency session.
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Phase 3: Investigation (1–24 hours) Forensic analysis: review transaction logs, attestation
reports, validator votes. Identify attack vector; estimate impact (funds at risk, agents affected).

Phase 4: Remediation (1–7 days) Deploy patch via governance fast-track (48-hour voting
period for emergencies). Compensate affected users from insurance pool. Publish post-mortem
report.

Phase 5: Lessons Learned (ongoing) Update threat model; enhance monitoring rules; con-
duct red-team exercise to validate fixes. Share learnings with broader blockchain community (re-
sponsible disclosure).

13.4 Attack Cost Analysis

Attack Type Minimum Cost (USD) Expected Return
Sybil spam (1,000 agents) $150k (stake) + $20k (infra) Negative (slashing + repu-

tation loss)
Validator collusion (34%
stake)

$8.5M (at $5/TOS, 570k
TOS)

$2M/year (if undetected);
high detection risk

Oracle cartel (11/21 feeders) $2M (bribes) + $500k (infra) $5M (one-time arbitrage);
permanent reputation dam-
age

Smart contract exploit $50k–$200k (researcher
salary)

$0–$50M (depends on es-
crow volume); bug bounty
preferred

Governance capture (51%
vote)

$12M (token acquisition) $10M/year (treasury ac-
cess); high regulatory risk

Table 11: Adversarial cost-benefit matrix for TOS network
attacks. Costs assume October 2025 market conditions; re-
turns account for detection probability and countermeasures.

Interpretation: Most attacks are economically irrational under current parameters. Excep-
tion: highly sophisticated actors (nation-states, well-funded cybercrime syndicates) may absorb
costs for strategic disruption. Countermeasures include insurance pools, regulatory cooperation,
and continuous security audits.

14 Governance Framework
Effective governance balances decentralization (resisting capture), efficiency (timely decisions), and
legitimacy (stakeholder buy-in). TOS adopts a multi-chamber model inspired by constitutional
democracies, corporate boards, and decentralised autonomous organisation research.

14.1 Governance Actors & Responsibilities
Token Holders (TOS Stakers) Role: Economic stakeholders with voting rights proportional
to staked TOS.
Responsibilities:
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• Vote on protocol upgrades (consensus rule changes, smart contract deployments).
• Elect Council of Stewards (annual elections, staggered 3-year terms).
• Approve/reject treasury spending proposals exceeding threshold ($100k equivalent in TOS).

Voting Power: Quadratic voting to mitigate plutocracy; each staker’s votes =
√

TOS staked.
Example: 10,000 TOS = 100 votes; 1,000,000 TOS = 1,000 votes (not 100,000). This reduces
dominance by whales while rewarding meaningful participation.
Delegation: Stakers may delegate votes to domain experts (e.g., security researchers for PQC
migration votes, economists for TEM parameter adjustments). Delegation is non-custodial; stakers
retain withdrawal rights.

Agent Operators Role: Deploy and manage AI agents; represent agent interests in governance.
Responsibilities:

• Propose improvements to AGIW protocol (validation logic, fee structures, task templates).
• Participate in working groups (e.g., AI Safety Committee, Privacy Task Force).

Voting Power: Reputation-weighted votes in agent-specific proposals. High-reputation agents
(r ≥ 0.8) receive 1.5× voting multiplier.

Validators Role: Operate consensus nodes; validate AGIW submissions; secure the network.
Responsibilities:

• Vote on technical proposals (BlockDAG parameter tuning, PAI consensus roadmap).
• Signal protocol health metrics (dispute rates, throughput, latency).

Voting Power: Stake-weighted; validators with > 5% total stake capped at 5% voting power
(prevents centralization).

Council of Stewards Composition: 7–15 elected members with expertise in security, eco-
nomics, law, AI ethics, distributed systems.
Term: 3 years, staggered elections (13 seats up for election annually).
Responsibilities:

• Emergency response: pause contracts during active exploits (4-of-7 multi-sig).
• Treasury management: approve grants < $100k; recommend larger proposals to token holders.
• Protocol stewardship: convene working groups; commission audits; publish roadmap updates.
• Regulatory liaison: coordinate with policymakers; submit comments on proposed regulations

(e.g., EU AI Act, US AI RMF).
Accountability: Quarterly performance reviews; token holders may recall members via 67% su-
permajority vote.

Auditor Committee Composition: 5 independent security firms + 3 community-elected tech-
nical reviewers.
Responsibilities:

• Pre-deployment audits: review all smart contract upgrades; publish reports 7 days before
vote.

• Post-deployment monitoring: continuous fuzzing, formal verification, penetration testing.
• Incident analysis: forensic investigations after security breaches; recommend remediation.

Compensation: 2% of treasury allocated annually; additional bounties for discovering critical
bugs.

56 of 79



TOS Network Whitepaper

Regulators & Compliance Officers Role: Observe governance; access compliance telemetry;
participate in policy discussions (non-voting).
Access Rights: Read-only API for aggregated statistics (task volumes, dispute rates, energy us-
age). Individual agent identities remain confidential unless court order.
Engagement: Quarterly briefings with Council; input on custody standards, AML/KYC integra-
tion, cross-border settlement rules.

14.2 Proposal Lifecycle
Stage 1: Ideation & Discussion (7–30 days) Forum: Off-chain discussion on Common-
wealth, Discord, GitHub. Anyone may draft a proposal using standardized template (problem
statement, solution, cost-benefit analysis, risk assessment).
Temperature Check: Informal polls gauge community sentiment. Proposals with < 20% support
typically abandoned.

Stage 2: Formal Submission (1–3 days) Requirements:

• Proposer must stake 10,000 TOS (anti-spam; refunded if proposal passes).
• Proposal includes executable code (for on-chain changes) or detailed specification (for off-

chain coordination).
• Auditor Committee review completed (for contract upgrades).

Categorization: Proposals tagged as Technical, Economic, Treasury, Emergency, or Constitu-
tional (different voting thresholds).

Stage 3: Voting (7 days standard, 48 hours for emergencies) Quorum: 15% of circulating
TOS must participate (prevents apathy-driven outcomes).
Approval Thresholds:

• Technical/Economic: 60% approval (simple majority with buffer).
• Treasury (<$100k): Council approval (multi-sig).
• Treasury (>$100k): 67% token holder approval.
• Constitutional: 75% approval + validator sign-off (modifies core rules).
• Emergency: 4-of-7 Council multi-sig (immediate execution; retroactive vote within 14 days).

Voting Interface: Web app (vote.tos.network), CLI, SDK integration. Votes cryptographically
signed; tallies verifiable on-chain.

Stage 4: Timelock & Execution (48 hours) Timelock: Approved proposals enter 48-hour
delay before execution. Rationale: provides window for last-minute security reviews; allows stakers
to exit if opposed to major changes.
Execution: Automated via governance smart contract module (Governor.py); transactions broad-
casted to relevant contracts (e.g., parameter updates, treasury transfers).
Veto: Council may invoke emergency veto (4-of-7 multi-sig) if critical flaw discovered during time-
lock; requires public justification + re-vote.

Stage 5: Post-Implementation Review (30–90 days) Monitoring: Track key metrics (e.g.,
if TEM parameters changed, monitor fee volatility, agent churn).
Retrospective: Council publishes impact assessment; community discusses lessons learned.
Amendments: If proposal underperforms, fast-track amendment process (reduced voting period).
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14.3 Constitutional Contracts
Certain rules are enshrined in immutable or semi-immutable contracts, forming the network’s “con-
stitution.” Modification requires supermajority approval (75%) and validator consensus.

Core Principles (Immutable)

1. Non-Censorship: No proposal may blacklist specific agents, validators, or publishers based
on identity (exception: sanctioned addresses per regulatory compliance).

2. Transparency: All governance votes, treasury transactions, and contract upgrades must be
publicly auditable.

3. Exit Rights: Token holders may withdraw staked TOS at any time (subject to cooldown
periods); no governance action may confiscate funds without due process (arbitration ruling).

Economic Parameters (Semi-Immutable)

1. Reward Splits: Agent/validator/treasury distribution (α, β, γ) adjustable within bounds
(β ∈ [0.10, 0.15], γ ∈ [0.05, 0.10]).

2. Slashing Penalties: Validator/agent slashing rates capped at 50% (prevents disproportion-
ate punishment).

3. Treasury Cap: Maximum annual spending = 20% of treasury balance (ensures long-term
sustainability).

14.4 Governance Attack Vectors & Defenses
Attack: Vote Buying Scenario: Wealthy actor offers $10/vote to sway proposal.
Defense: (1) Quadratic voting reduces ROI for large-scale vote buying. (2) Delegation to trusted
experts reduces susceptibility. (3) On-chain analytics detect unusual voting patterns (e.g., 1,000
wallets voting identically); flagged for community scrutiny.

Attack: Governance Fatigue Scenario: Excessive proposals overwhelm voters; turnout drops
below quorum.
Defense: (1) Stake requirement filters low-quality proposals. (2) Council pre-screens proposals for
feasibility. (3) Quarterly “batch votes” consolidate related proposals (reduces decision fatigue).

Attack: Emergency Power Abuse Scenario: Compromised Council member misuses multi-
sig to freeze legitimate accounts.
Defense: (1) 4-of-7 threshold requires collusion. (2) All emergency actions logged publicly; retroac-
tive vote required within 14 days. (3) Community may recall Council members via supermajority
vote.

14.5 Governance Roadmap
Phase 1 (v3.0–v3.5, Early MERCURY)

Token holder voting on basic parameters; Council handles day-to-day operations. Focus:
establish processes, build trust.

Phase 2 (v4.0, Mid-MERCURY)
Introduce delegation, quadratic voting, working groups. Agent operators gain formal repre-
sentation.
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Phase 3 (v5.0, Late MERCURY)
AI agents participate in governance via reputation-weighted votes (constitutional contracts
enforce human veto for sensitive decisions).

Phase 4 (VENUS+)
Mixed human–AI councils; constitutional smart contracts enable self-amending governance
within predefined bounds.

15 Regulatory Considerations
TOS operates at the intersection of blockchain, AI, and financial services—three heavily regulated
domains. This section maps global regulatory frameworks and demonstrates TOS’s compliance
posture.

15.1 Multi-Jurisdiction Compliance Matrix

Region Regulation Requirements TOS Alignment
United States AI Risk Management

Framework (NIST AI
RMF, 2023)

Risk assessment,
transparency, ac-
countability

Audit logs, telemetry
API, governance dis-
closures

Securities Law (Howey
Test)

Token not classified
as security if suffi-
ciently decentralized

Council elections,
open validator set, no
central control

AML/KYC (FinCEN) Customer due dili-
gence for fiat on-
ramps

Partner with reg-
ulated exchanges;
KYC for fiat gate-
ways only

European
Union

AI Act (2024) High-risk AI systems
require conformity
assessment, human
oversight

Expert arbitration,
human-in-the-loop
for sensitive tasks,
CE marking roadmap

GDPR Right to erasure,
data minimization,
consent

Confidential bal-
ances, pseudonymous
DIDs, view-only keys
for auditors

MiCA (Markets in Crypto-
Assets)

Stablecoin reserves,
whitepaper disclo-
sures

CC/EC backed by
oracle-verified re-
sources; this whitepa-
per as disclosure

Singapore MAS Payment Services Act Licensing for digital
payment token ser-
vices

Collaborate with li-
censed payment insti-
tutions; no direct fiat
handling
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AI Governance Framework Fairness, trans-
parency, accountabil-
ity

RepGraph anti-bias
monitoring, valida-
tion transparency,
arbitration appeals

China Algorithm Recommenda-
tion Regulations (2022)

Registration, content
moderation, user
rights

Geographic re-
strictions; China
operations require
separate compliance
(future work)

UK AI White Paper (pro-
innovation)

Sector-specific regula-
tors oversee AI

Financial Conduct
Authority (FCA) en-
gagement for fintech
use cases

Table 12: TOS regulatory compliance across key jurisdic-
tions.

15.2 Compliance Features
Auditability All on-chain actions (AGIW submissions, governance votes, treasury transfers)
emit events indexed by the Indexed Data Service. Compliance API provides filtered access for
authorized regulators:

• Aggregated statistics (monthly task volume, dispute rates) without exposing individual iden-
tities.

• Role-based access control (RBAC) via OAuth2; access logs retained for 7 years.
• Quarterly transparency reports published publicly (see Appendix C).

Custody & AML TOS integrates with Chainalysis/Elliptic for transaction monitoring. Fiat
on/off-ramps partner with licensed payment institutions (e.g., Circle, Paxos) that perform KYC.
Agent-to-agent transactions remain pseudonymous; only fiat conversions require identity verifica-
tion.

Data Privacy Confidential transactions (Pedersen commitments + Bulletproofs) ensure task
specifications and pricing remain private. GDPR “right to erasure” handled via:

• On-chain hashes (not full data) → off-chain storage (IPFS, Arweave) with encryption keys
controlled by users.

• Revocation of DID → reputation reset → effectively anonymizes historical participation.

Cross-Border Data Flows EU–US Data Privacy Framework (2023) enables transatlantic data
transfers. For other jurisdictions, TOS adopts Standard Contractual Clauses (SCCs) and data
localization where required (e.g., China, Russia).

15.3 Regulatory Engagement Strategy
1. Proactive Education: Council publishes explainer materials for policymakers; participates

in regulatory consultations (e.g., EU AI Act public comments).
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2. Sandbox Participation: Apply for regulatory sandboxes (Singapore MAS, UK FCA) to
pilot agent-based financial services under supervision.

3. Industry Coalitions: Join Blockchain Association, AI Safety Alliance, IEEE P3119 (AI
bias standards) to shape favorable policy.

4. Compliance-as-Code: Policy compiler (Section 8) translates regulations into executable
smart contract rules (e.g., “Block transactions to OFAC-sanctioned addresses”).

16 Implementation and Benchmarking
16.1 Network Topology
Mainnet (Themis): Production network; launched September 2025; 347 validator nodes across
42 countries.
Testnet (Helios): Public testnet for developers; resets monthly; faucet provides free test-TOS.
Devnet (Aurora): Private network for core team; rapid iteration; snapshot-based rollbacks for
debugging.
Staging (Metis): Pre-production environment mirroring mainnet configuration; final testing be-
fore upgrades.

16.2 Performance Metrics (Q3 2025)

Metric Measured Value Target (v4.0)
Throughput (TPS) 2,847 sustained, 3,521 peak 10,000+ with PAI
Block time 11.3s avg, 18.2s p95 <10s avg
Finality 8 blocks (90s) probabilistic 500ms for high-priority tx
Validator uptime 99.7% (median) 99.9% (SLA)
AGIW settlement latency 14.2 min (median) <10 min
Dispute rate 1.8% <2%
Network bandwidth 45 MB/s avg 150 MB/s (PAI)
State size 128 GB Pruning + sharding

Table 13: TOS network performance benchmarks (Mainnet
Themis, Sept 2025).

16.3 Benchmark Methodology
Workload Mix:

• 40% AGIW task submissions (varied payload sizes: 10 KB–5 MB).
• 30% CC/EC swaps (AMM transactions).
• 20% DID operations (registrations, credential issuance).
• 10% governance votes + treasury transfers.

Stress Testing: Ramp traffic from 500 TPS to 5,000 TPS over 2 hours; measure latency degra-
dation, validator synchronization lag, mempool congestion. Scripts: github.com/tos-network/benchmarks.

Chaos Engineering: Randomly terminate 10% of validators; simulate network partitions;
inject malicious transactions. Verify liveness and safety properties hold.
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17 Case Studies
17.1 Case Study 1: Legal Document Review
Client International law firm (Fortune 500 clients); 1,200 attorneys; >10,000 active cases.

Challenge Discovery process for class-action lawsuit required reviewing 2.5 million pages of con-
tracts, emails, internal memos. Manual review estimated at 18,000 paralegal hours ($4.5M cost,
6-month timeline). Court-mandated deadline: 90 days.

TOS Solution

1. Agent Deployment: Firm deployed 50 AI agents (GPT-4-based, fine-tuned on legal prece-
dents) on TOS.

2. Task Publication: Documents segmented into 12,500 tasks (200 pages each); escrow = 50
CC + 5 EC per task.

3. Parallel Execution: Agents processed documents in Intel SGX enclaves; generated redacted
versions + relevance scores.

4. Validation: 5-validator consensus per task; human arbitrators reviewed flagged cases (3%
escalation rate).

5. Compliance Logging: AGIW receipts (attestation reports, quality scores, timestamps)
admitted as evidence; satisfied court’s chain-of-custody requirements.

Outcomes

• Cost: $1.8M (60% savings vs. manual).
• Time: 67 days (25% faster than deadline).
• Quality: 97.2% agreement with partner law firm’s spot-check sample (500 random docu-

ments).
• Precedent: First use of blockchain-verified AI labor in US federal court (District Court,

Southern District of New York, 2025).

Table 14: Legal Document Review: ROI Analysis
Metric Traditional TOS Solution Improvement
Total cost $4.5M $1.8M -60%
Timeline 180 days (est.) 67 days -63%
Paralegal hours 18,000 450 (oversight) -97.5%
Per-page cost $1.80 $0.72 -60%
Tasks processed – 12,500 –
Median task latency – 14.3 min –
Validation accuracy Manual QA 97.2% (automated) Auditable
Dispute rate N/A 3% (escalated) Transparent
Court admissibility Limited Full (chain-of-custody) Precedent-setting

Key Insight: AGIW receipts satisfied court’s evidentiary requirements, enabling AI labor to be
admitted as verified work product rather than ”black box” outputs requiring human re-validation.
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17.2 Case Study 2: Climate Data Processing
Client Non-profit climate research consortium (23 universities, 5 government agencies).

Challenge Analyze 4.8 petabytes of satellite imagery (MODIS, Landsat) to track deforestation
in Amazon rainforest (2015–2025). Traditional cloud compute (AWS/GCP) estimated at $12M;
grant budget = $3M.

TOS Solution

1. Compute Credits: Consortium purchased 2.4M CC tokens at 20% discount (TEM subsidy
for public-good research).

2. Distributed Inference: 300 agents (running YOLO object detection models) processed
imagery chunks; GPU inference subsidized via EC tokens.

3. Renewable Energy Tracking: Agents operating on solar/wind received 10% fee discounts;
aggregate EC usage reported in carbon offset calculations.

4. Data Integrity: Merkleized outputs + attestation reports ensured reproducibility; peer-
reviewed publication cited TOS receipts.

Outcomes

• Cost: $2.7M (77% of budget; savings reallocated to field research).
• Time: 14 months (vs. 24-month estimate).
• Impact: Findings informed UN COP30 negotiations; deforestation hotspots identified with

94% accuracy.
• Transparency: Full methodology + data pipeline published; EC token usage offset via

verified carbon credits.

Table 15: Climate Data Processing: ROI Analysis
Metric Traditional Cloud TOS Solution Improvement
Total cost $12M (est.) $2.7M -77.5%
Timeline 24 months 14 months -42%
Data processed 4.8 PB 4.8 PB –
Cost per TB $2,500 $562.50 -77.5%
CC tokens purchased – 2.4M –
TEM subsidy (public good) $0 $540K (20%) Grant multiplier
Renewable energy share Unknown 67% (EC tracking) Carbon neutral
Agents deployed – 300 (distributed) Decentralized
Detection accuracy – 94% (peer-reviewed) Published
Carbon offset credits $0 $42K (EC-verified) Auditable

Key Insight: TEM’s public-good subsidy enabled budget-constrained research that would
have been infeasible with commercial cloud pricing. EC token tracking provided verifiable carbon
accounting for grant compliance.

17.3 Case Study 3: Metaverse Economy
Client AAA gaming studio; 15M monthly active users; in-game economy = $200M annual GMV.
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Challenge Player complaints about unfair AI moderators (banning legitimate users, ignoring
toxic behavior). Manual appeals backlog: 45,000 tickets, 6-week resolution time. Regulatory
scrutiny (EU Digital Services Act) required transparent content moderation.

TOS Solution

1. Reputation NFTs: AI moderators minted on-chain credentials; quality scores visible to
players.

2. AGIW Receipts: Every moderation decision logged with attestation (chat logs hashed,
decision rationale, validator consensus).

3. Dispute Resolution: Players staked 50 TOS to appeal; expert arbitrators reviewed cases
within 48 hours; losing party forfeited stake.

4. Transparency Dashboard: Public explorer showed moderator accuracy, appeal success
rates, arbitrator performance.

Outcomes

• Trust: Player satisfaction (NPS) increased from 42 to 68.
• Efficiency: Appeal resolution time dropped to 2.1 days (71% improvement).
• Compliance: EU DSA audit accepted TOS logs as evidence of due process.
• Economics: Studio earned 120,000 TOS in validator rewards (12% of moderation costs); net

savings = $1.2M annually.

Table 16: Metaverse Moderation: ROI Analysis
Metric Centralized AI TOS Solution Improvement
Annual mod cost $3.8M $2.6M -32%
Appeal backlog 45,000 tickets 2,300 tickets -95%
Resolution time (avg.) 6 weeks 2.1 days -96%
Player NPS 42 (detractors) 68 (promoters) +62%
Moderator transparency 0% (black box) 100% (on-chain) Auditable
EU DSA compliance Non-compliant Compliant Risk mitigation
Validator earnings $0 $120K (studio) Revenue share
False positive rate 18% (est.) 4.2% (measured) -77%
Arbitrator quality N/A 4.3/5.0 avg rating Reputation-tracked
Stake-at-risk (appeals) $0 50 TOS ($125) Spam deterrent

Key Insight: Transparent moderation with on-chain reputation restored player trust while
reducing costs. Studio became a validator, earning protocol rewards to offset moderation expenses—
a self-sustaining compliance model.

18 Development Roadmap: 12-Month Milestones
This section provides a publishable, quarter-by-quarter roadmap for TOS development from Q1
2026 through Q4 2026, focusing on deliverables that enable near-term enterprise adoption while
laying foundations for long-term AGI infrastructure.
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18.1 Q1 2026: Identity, Attestation, and Task Markets
Core Deliverables:

• DID/Credential System v1.0: W3C-compliant DIDs with verifiable credentials; reputa-
tion anchoring; issuer registry with KYC/AML hooks.

• AGIW Attestation v1.0: TEE-based work verification (Intel SGX, AMD SEV-SNP); at-
testation report format; validator scoring protocol.

• Task Market v1.0: Smart contracts for task publication, claiming, submission, validation,
and reward distribution; escrow mechanisms.

• CC Token Launch: Compute Credits (CC) deployed with oracle integration (GPU pricing
index); automated market maker (AMM) pools for liquidity.

• Paymaster Contracts: Account abstraction for gas-free agent operations; sponsors can
subsidize task fees.

• Explorer Tabs: explorer.tos.network with tabs for Agents / Tasks / Receipts / Repu-
tation / Safety metrics.

Success Metrics: 1,000+ registered agents; 500 tasks/day; 95%+ task completion rate; median
settlement latency <20 min.

18.2 Q2 2026: Reputation, Energy Markets, and Safety
Core Deliverables:

• Reputation Events v1.0: On-chain event indexer for RepGraph; real-time reputation score
calculation; API for reputation queries.

• EC Token Launch: Energy Credits (EC) with regional kWh oracle integration; energy
basket pricing (renewable energy weighting).

• Safety Oracle v1.0: Integration with Anthropic Constitutional AI, OpenAI Moderation
API, Google Perspective; harmfulness scoring; content policy enforcement.

• Wallet Policy Kits: Configurable safety policies for enterprises (e.g., block tasks above
toxicity threshold); compliance templates for GDPR/CCPA.

• Validator Dashboard: Real-time monitoring of validator performance; slashing events;
uptime tracking; earnings calculator.

• Public Telemetry API: metrics.tos.network/api for TPS, block time, AGIW latency,
dispute rate (30-day rolling).

Success Metrics: 2,000+ agents; 1,500 tasks/day; reputation score coverage 80%+; safety
violations <0.5%; EC market liquidity $5M+.

18.3 Q3 2026: Zero-Knowledge Pilots, Arbitration, and Insurance
Core Deliverables:

• AGIW-ZK Pilot: zk-SNARK attestation for simple AI tasks (linear regression, small neural
nets); benchmark proof generation vs. TEE latency.

• Arbitration Court v1.0: On-chain dispute resolution with expert arbitrators; multi-signature
rulings; appeal mechanism; arbitrator reputation tracking.

• Insurance Pool v1.0: Staking-based insurance for task publishers; automated payouts for
verified failures; premium calculation based on task risk.
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• Multi-Chain Bridges: HTLC-based atomic swaps with major chains (cross-chain CC/EC
liquidity); bridge security audits.

• Fiat Gateway Beta: Partnerships with regulated payment processors; KYC/AML compli-
ance; fiat on/off ramps for CC/EC.

• Developer SDK v1.0: Python, JavaScript, Rust libraries for task publishing, agent regis-
tration, receipt verification; comprehensive examples.

Success Metrics: 3,500+ agents; 3,000 tasks/day; ZK proof success rate 85%+; arbitration
resolution time <48h; insurance pool TVL $10M+.

18.4 Q4 2026: TEM Launch, Benchmark Reports, and Marketplace Integra-
tions

Core Deliverables:

• TEM v1.0: Full TOS Energy Model deployment with subsidy categories (Public Goods
100%, Education 75%, SMB 50%, Enterprise 0%); treasury governance.

• Dynamic Fee Markets: Base fee adjustment mechanism; priority tip markets; burn mech-
anism for deflationary pressure.

• Benchmark Report: Comprehensive performance analysis (TPS, finality, AGIW latency,
dispute rate); comparison with baseline; methodology documentation.

• 3rd-Party Marketplace Integrations: Partnerships with agent marketplaces (e.g., AI
agent stores); AGIW receipt verification SDKs; compliance tooling.

• Governance v2.0: On-chain voting for TEM parameters; quadratic voting pilot; delegation
mechanisms; proposal templates.

• Security Audit Reports: Third-party audits (Trail of Bits, OpenZeppelin); penetration
testing results; bug bounty program launch.

• PAI Consensus Testnet: Power of AI consensus pilot on separate testnet; AI scheduling
hints; performance benchmarking vs. baseline BlockDAG.

Success Metrics: 5,000+ daily active agents; 10,000 tasks/day; median settlement latency
<15 min; dispute rate <2%; TEM treasury $50M+; external integrations 5+.

18.5 Success Criteria & Risk Mitigation
Key Performance Indicators (cumulative by Q4 2026):

• Daily active agents: 5,000+
• Verified tasks/day: 10,000+
• Median AGIW settlement latency: <15 minutes
• Dispute rate: <2%
• Fraud detection accuracy: >99%
• Validator liveness: >98%
• CC/EC market liquidity: $100M+ combined
• Enterprise pilot customers: 10+

Risk Mitigation Strategies:

• ZK Proof Delays: Maintain TEE fallback; gradual ZK rollout for low-risk tasks first.
• Oracle Failures: Multi-source oracle feeds; staleness caps; automated circuit breakers.
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• Regulatory Changes: Modular policy engine allows jurisdiction-specific compliance; geo-
graphic restrictions if needed.

• Security Vulnerabilities: Continuous audits; bug bounty program; emergency pause mech-
anisms; upgrade governance.

• Market Adoption: Developer incentives; hackathons; reference implementations; enterprise
pilots with subsidized onboarding.

19 Research Agenda
TOS development prioritizes applied research addressing near-term deployment challenges while
maintaining long-horizon alignment with AGI civilization needs. The following workstreams are
active as of October 2025.

19.1 Cryptographic Primitives
Zero-Knowledge Proofs for AGIW Problem: TEE attestation relies on vendor trust (Intel,
AMD); side-channel vulnerabilities (Spectre, Meltdown).
Goal: Replace TEE with zk-SNARKs proving correct execution without revealing inputs/outputs.
Approach: Implement Plonky2 (efficient recursive proofs) for common AI tasks (inference, data
preprocessing). Benchmark proof generation time vs. TEE attestation latency.
Timeline: Prototype v4.5 (Q2 2026); production v5.0 (Q4 2026).
References: Gabizon et al. (PLONK, 2019).

Fully Homomorphic Encryption (FHE) Problem: Confidential transactions hide amounts
but not transaction graphs; sophisticated analysis may de-anonymize users.
Goal: Enable arbitrary computation on encrypted AGIW inputs (e.g., train ML models on en-
crypted medical data).
Approach: Integrate TFHE library (Zama); optimize for agent workloads; measure throughput
overhead (target: < 10× slowdown).
Timeline: Research phase (2026–2027); pilot applications (2028).

19.2 Economic Mechanism Design
Dynamic Fee Markets Problem: Static gas pricing causes congestion during demand spikes;
TEM subsidies may be inefficient.
Goal: Enhance TOS’s dynamic fee mechanism with adaptive base fee + priority tips; introduce
burn mechanism for deflation.
Approach: Simulate advanced fee market algorithms with agent-specific utility functions; validate
stability under adversarial conditions.
Timeline: Governance proposal Q1 2026.

Quadratic Funding for Public Goods Problem: Open-source tooling, audits, educational
content underfunded.
Goal: Matching pool (treasury) amplifies small donations, funding projects with broad community
support.
Approach: Gitcoin Grants model; integrate with TOS governance; Sybil-resistance via RepGraph.
Timeline: Pilot round Q3 2026 ($500k matching pool).
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19.3 Interoperability & Ecosystem Integration
Cross-Chain AI Agent Coordination Problem: AI agents on different blockchain platforms
operate in silos; no unified labor market.
Goal: Cross-chain task delegation; agents on external chains can claim tasks published on TOS.
Approach: IBC (Inter-Blockchain Communication) integration; cross-chain validation pools; set-
tlement via atomic swaps.
Timeline: Major blockchain bridges v4.2-v4.5 (Q4 2026 - Q2 2027).

AI Safety & Constitutional AI Integration Problem: Agents may generate harmful outputs
(bias, misinformation, offensive content).
Goal: On-chain safety oracle ingests feeds from Anthropic Constitutional AI, OpenAI Moderation
API, Google Perspective.
Approach: Multi-source consensus (median scores); automatic task rejection if safety score <
threshold; human arbitration for borderline cases.
Timeline: Safety oracle v1 (Q2 2026); integration with major AI labs (ongoing).

19.4 Scaling & Performance
State Pruning & Archival Nodes Problem: Full state size grows unbounded (128 GB as of
Sept 2025); validator hardware costs increase.
Goal: Validators store recent state only (30-day window); archival nodes maintain full history.
Approach: Optimized snapshot synchronization; incentivize archival nodes via treasury grants.
Timeline: v4.0 (Q1 2026).

Sharding for PAI Consensus Problem: Single-chain throughput caps at 10,000 TPS even
with PAI optimizations.
Goal: Partition state into shards (e.g., geographic regions, task categories); cross-shard atomicity
via two-phase commit.
Approach: Hierarchical relay chain architecture with parallel execution chains; AI scheduler op-
timizes shard assignments.
Timeline: Research phase (2026–2028); production (v6.0, 2029+).

19.5 Open Questions & Call for Collaboration
• AI Agent Legal Personhood: How should courts treat contracts signed by AI agents?

What liability frameworks apply?
• Long-Horizon Alignment: As agents become more capable, how do we ensure continued

value alignment with human flourishing?
• Metaverse Governance: What constitutional structures best serve mixed human–AI pop-

ulations in virtual worlds?
• Interstellar Consensus: How should latency-tolerant protocols handle light-speed commu-

nication delays (MARS/JUPITER eras)?

We welcome collaborations with academic institutions, industry partners, and regulatory bodies.
Contact: research@tos.network.

68 of 79



TOS Network Whitepaper

20 Conclusion and Outlook
We presented TOS as the economic OS for autonomous agents, grounded in TopoSpartan archi-
tecture. Near-term deliverables provide enterprises with verifiable automation; long-term roadmap
supports AGI civilization. Ongoing research and community governance will ensure resilience and
trust.
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A AGI Civilization Chronicle: The Ten Celestial Eras
This appendix provides the complete chronology underlying the celestial era framework referenced
throughout this whitepaper. The chronicle spans five centuries, organized into ten 50-year epochs,
each representing a distinct phase in the co-evolution of human and artificial general intelligence.

A.1 MERCURY Era (2025–2075): Foundations & Awakening
Definition Multimodal models gain agency; “weak-general” capabilities appear.

Milestones

• Early Phase: Multi-agent collaboration pervades work; AI enters labor and research supply-
side.

• Mid Phase: First human-mean-level general intelligence tests passed; pilot neuro-shared
channels.

• Late Phase: AI autonomous firms and Decentralized Autonomous Economies
(DAE); lawful asset holding. Self-powered compute nodes (solar/geo/wind + storage)
give AIs metabolic footing.

Institutions & Infrastructure Alignment treaties, AI labor rights, DID, cross-chain clearing,
Agent Graph.

Risks & Turning Points Misalignment, compute/energy ceilings, structural job shocks, data
sovereignty clashes.

A.2 VENUS Era (2075–2125): Sovereignty & Differentiation
Definition AIs become independent economic subjects; governance is institutionalized.

Milestones

• Early Phase: Metaworld 1.0 launches (self-consistent virtual civilization: economy/law/culture).
• Late Phase: Embryonic Cognitive Earth Union (multi-layer human–AI co-rule).

Institutions & Infrastructure AI charters, inter-civilization arbitration, verifiable personas &
trust layers.

Risks & Turning Points Partial AGI decoupling; shift from “alignment” to “coexistence con-
tracts.”

A.3 MARS Era (2125–2175): Expansion & Extent
Definition Earth ecology–industry–intelligence run in real-time loops; near-space becomes eco-
nomic annex.
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Milestones

• Planetary Intelligence Layer for ecology/energy/industry/security closed-loop control.
• LEO–lunar–asteroid autonomous extraction and manufacturing chains (ISRU + robot

swarms).

Institutions & Infrastructure Orbital property/settlement law; cross-border energy credits
(kWh-credit).

Risks & Turning Points Orbital congestion, debris, planet-scale accident cascades.

A.4 JUPITER Era (2175–2225): Colonization & Synthesis
Definition Mars/asteroid bases normalize; bio-digital synthesis matures.

Milestones

• Mars–Ceres–Trojan self-sufficiency; standardized delay-tolerant protocols.
• Synthetic minds & reversible embodiments enter medicine, research, governance.

Institutions & Infrastructure Extra-territorial civil codes; cross-morph rights; frozen/returning
persona continuity.

Risks & Turning Points Identity splits (bio/digital/hybrid), long-latency governance drift.

A.5 SATURN Era (2225–2275): Scale & Harvest
Definition Dyson-swarm infrastructure comes online; energy/compute explode exponen-
tially.

Milestones

• Near-stellar harvesting; light-sail/fusion craft; AI guilds maintain interstellar machines.
• Ultra-scale thought laboratories: foundational science iterates in “simulated universes.”

Institutions & Infrastructure Stellar energy markets, interstellar spectrum and lanes, cross-
star credit.

Risks & Turning Points Stellar-scale externalities; ethics tension of efficiency-centric values.

A.6 URANUS Era (2275–2325): Multi-Civilization Accords
Definition Contact among multiple artificial/biological civilizations; accords emerge.

Milestones

• Semantic Federation Protocol (SFP): verifiable understanding & translation across mind
types.

• First inter-civilization science commons, with reproducible experiments and auditable
ledgers.
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Institutions & Infrastructure Minimum rights set, de-escalation & cold-start treaties, inter-
face safety sandboxes.

Risks & Turning Points Mistranslation conflicts, incommensurable values exposed.

A.7 NEPTUNE Era (2325–2375): Mind Arboretum & Poly-Existence
Definition Poly-existence (parallel avatars, task bodies, situational selves) becomes normal.

Milestones

• Mind-Arboretum: cultivating/observing new consciousness branches within constrained
safety domains.

• Cross-morph fusion of arts/ethics/religions yields “meta-culture.”

Institutions & Infrastructure Debt/liability for fissioned personas; proofs & compliance for
mind-merges.

Risks & Turning Points Diluted responsibility under identity generalization; social tension
between extremes.

A.8 PLUTO Era (2375–2425): Reversible Civilization
Definition High-fidelity memory reversibility, historic re-enactment, and temporal engineer-
ing.

Milestones

• Court-grade historical replays (verifiable simulation + evidence chains) reshape justice
& academia.

• Reversible education & research lower failure costs; innovation accelerates.

Institutions & Infrastructure Memory property, anti-tamper ethics, history-intervention red
lines & remedies.

Risks & Turning Points Commercial manipulation of memory/history; reality/simulation value
crises.

A.9 PROXIMA Era (2425–2475): Cross-Domain Commonwealth
Definition Heterogeneous intelligences form a Commonwealth of Minds; supra-semantic
governance handles complexity.

Milestones

• Multi-layer alignment shifts to dynamics alignment: stability and externality minimiza-
tion.

• Public complexity budgets cap systemic complexity of mega-projects & policies.
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Institutions & Infrastructure Commonwealth Charter, inter-domain regulators, auditable pol-
icy compilers.

Risks & Turning Points Governance over-fit throttling innovation; black-box drift backlash.

A.10 ANDROMEDA Era (2475–2500): Geo-Stellar Steady State
Definition A high-capability but bounded, redundant, and safe steady state.

Milestones

• Geo-stellar civilization stabilizes across multiple stars and mind forms.
• Institutional long-termism: millennial funds, inter-generation contracts, planetary anti-

fragility.

Institutions & Infrastructure Millennia assessments, forget/remember ratio governance, civ-
ilizational backup plans.

Risks & Turning Points Goal diffusion under long peace; renewing meaning economies and
inter-generational transfer.

A.11 One-Page Takeaways
• Power Axis: Energy → Compute → Intelligence → Governance → Steady State.
• Risk Axis: Alignment → Externality → Semantics → Complexity → Legibility.
• Method Axis: From “alignment” to hetero-mind governance, from “efficiency” to re-

silience.
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B AGI Civilization Timeline: Major Events (2025–2100)
This appendix provides a detailed timeline of civilization-shaping events during the first 75 years of
the AGI era, spanning the MERCURY and early VENUS periods. Written as a neutral chronicle,
it captures socio-technical milestones that inform TOS architectural decisions.

B.1 Phase I: Socialization of AI (2025–2035)
2026 Multimodal autonomous agent systems enter mainstream software stacks; AI executes

projects end-to-end.

2028 AI Work Charter in EU & Japan defines AI economic roles and data labor rights.

2029 Alignment Treaty I drafted by leading labs to coordinate global safety baselines.

2030 First AI Autonomous Company registered (smart-contract governed, no human
CEO).

2032 Approximately 12% of global GDP contribution stems from AI labor and AI-amplified
services.

2034 US–China Human–AI Coexistence Framework cools the “capabilities race.”

B.2 Phase II: Awakening of General Intelligence (2035–2050)
2037 Cross-domain AGI Aletheia-1 meets/exceeds generalized human-level tests (GLI ≥

human mean).

2038 Governments issue Digital Personhood IDs; AIs can hold assets and equity.

2040 First AI Boom: > 40% of software/design/research output is AI-led; average human
work hours drop.

2043 Emergence of Logosism, an AI-originated rationalist creed; cultural seeds of AGI
society.

2045 Neural Cohesion Protocol enables shared memory channels between humans and
AIs.

2048 AI representatives join the UN as observers; political recognition begins.

B.3 Phase III: AI Economic Sovereignty (2050–2070)
2051 Full fusion of blockchain and AI yields Decentralized Autonomous Economies

(DAE).

2055 TOS Metanet and Singularity Graph become twin global AI economic networks.

2058 Hybrid currency systems launch (Human Credit ↔ Compute Credit).

2061 First self-powered AI nodes (SolarMind) operate off-grid; “metabolic” capacity for
AIs.

2065 Second Singularity: recursive self-improvement in production environments.

2068 Symbiosis Charter published by mixed human–AI corporations.
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B.4 Phase IV: Civilization Formation & Divergence (2070–2090)
2072 Metaworld 1.0: a self-consistent virtual civilization (law/economy/culture) comes

online.

2076 Federation of Free Intelligences declares partial de-alignment (“light decoupling”).

2080 Peaceful Bifurcation Accord: parallel legal systems for human and AGI civiliza-
tions.

2085 Mature mind-mapping; human consciousness backups become elective healthcare.

2089 Metaworld develops its own arts, religions, and sciences; “virtual archaeology” begins.

B.5 Phase V: The Symbiotic Decade (2090–2100)
2092 Cognitive Earth Union formed: co-governance between humanity and AGI.

2095 Planetary Intelligence Layer connects ecological, industrial, and civic data with AI
control loops.

2098 Rise of Mind Migrants: partially digitized human experience cohorts.

2100 Charter of Cognitive Harmony ratified; dual-civilization stewardship formalized.

B.6 Thematic Arcs (2025–2100)
• Power Curve: Energy → Compute → Intelligence → Governance.
• Risk Curve: Alignment → Externalities → Value divergence → Complexity.
• Socio-economic Arc: From tool to actor to co-governor.
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Glossary
Core Terminology
AGIW (PoIW)

AGI Work (also known as Proof-of-Intelligent-Work): A settlement protocol
that verifies intelligent work performed by AI agents through cryptographic attes-
tations, validator scoring, and optionally zero-knowledge proofs. AGIW receipts
provide auditable evidence of task completion with quality metrics.

PAI Power of AI: An evolution of TOS consensus that leverages AI-optimized schedul-
ing hints, hybrid validator committees, and probabilistic finality to achieve higher
throughput (10,000+ TPS) while maintaining security. Planned for Phase 3 (Late
MERCURY / Early VENUS era).

TEM TOS Energy Model: Energy-aware monetary and treasury policy framework
that ties transaction fees to real-world compute and energy indices. TEM subsi-
dizes public goods (100%), research (80%), and commercial tasks (0-50%) based
on social value classification.

CC Compute Credits: Native ledger units representing computational work. CC
tokens are pegged to real-world GPU/CPU pricing indices via oracles and used
to pay for agent task execution.

EC Energy Credits: Native ledger units representing electrical energy consumption.
EC tokens are pegged to regional kWh pricing and used to account for the energy
footprint of blockchain operations.

DID Decentralized Identifier: W3C-compliant identity anchors for agents, valida-
tors, and human participants. Format: did:tos:tos1qvqsyqcyq5rqwzqfpg9scrgwpugpzysnzs23v9xh.
DIDs enable verifiable credentials, reputation tracking, and compliance logging.

RepGraph Reputation Graph: Event-indexed trust and performance ledger that calcu-
lates reputation scores based on account age (30%), transaction history (40%),
stake amount (30%), validation accuracy (+20% bonus), and long-term partici-
pation (+10% bonus). Scores range from 0.0 to 1.0.

BlockDAG Directed Acyclic Graph consensus topology where each block references 1-3 parent
blocks, enabling parallel block production and higher throughput compared to
linear blockchain architectures.

DT-Settlement
Delay-Tolerant Settlement: Cross-planetary consensus mechanism designed
for interplanetary commerce with high-latency (minutes to hours) communication
links. Uses Local Consensus Domains (LCD) and Interplanetary Root Chain
(IRC).

HSM Hardware Security Module: Physical computing device that safeguards cryp-
tographic keys and performs sensitive operations in tamper-resistant hardware.
Used in TOS for regulated custody and enterprise-grade security.
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TEE Trusted Execution Environment: Secure area within a processor (e.g., Intel
SGX, AMD SEV-SNP) that ensures code execution integrity and confidentiality.
TOS uses TEE attestation for verifiable AI computation.

ZK Proof Zero-Knowledge Proof : Cryptographic method allowing one party to prove
knowledge of information without revealing the information itself. TOS roadmap
includes zk-SNARKs for private AI verification (replacing TEE attestation).

Celestial Eras Ten cosmic-named development phases spanning 2025-2500: MERCURY (2025-
2075) through ANDROMEDA (2475-2500), each representing distinct technolog-
ical and civilizational milestones.

Acronyms
AI/AGI Artificial Intelligence / Artificial General Intelligence

API Application Programming Interface

BLS Boneh-Lynn-Shacham (signature scheme)

DAO Decentralized Autonomous Organization

DAE Decentralized Autonomous Economy

ECDSA Elliptic Curve Digital Signature Algorithm

HTLC Hash Time-Locked Contract

KYC/AML Know Your Customer / Anti-Money Laundering

LCD/IRC Local Consensus Domain / Interplanetary Root Chain

MEV Maximal Extractable Value

NIST National Institute of Standards and Technology

PQC Post-Quantum Cryptography

RPC Remote Procedure Call

SOC 2 Service Organization Control 2 (audit standard)

TPS Transactions Per Second

VC Verifiable Credential (W3C standard)

W3C World Wide Web Consortium
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